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Autonomy
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What makes something “autonomous”?
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Aspects of Autonomy?

• Perception
• Compute
• Actuation
• Planning
• Sensing
• Motion

January 18, 2024 Secure Autonomous Systems | Spring 2024 4



Autonomy | A 
Definition
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Autonomy is the ability to 
perform given tasks based on 
the system's perception 
without human intervention
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Basic 
Definitions/

Concepts

• Cyber-Physical Systems
• Real-Time Systems
• Security/Safety/Resiliency
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Modeling, analysis, security are Hard problems
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Sensing and actuation is everywhere



Sensing/actuation in the real world
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Sensing/actuation in the real world
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Quick computation

In time actuation

Periodic sensing
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TIMEQuick computation

In time actuation

Periodic sensing
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Real-time systems
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Real-time systems
“A system that requires both, logical as well as temporal correctness.”
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• Temporal correctness defined as a constraint: deadline
• Deadlines determine usefulness of results 
• Deadline passes → usefulness drops

• Use well-defined scheduling algorithms [e.g. RM, EDF]

Real-time systems
“A system that requires both, logical as well as temporal correctness.”
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One of the foundational areas for cyber-physical systems



Real-time systems
Consider an airbag deployment system
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Deadlines = Safety of physical system
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Real-time systems
Consider an airbag deployment system

ECU

50 – 65 milliseconds!

Understanding
Timing behavior 

Is critical!

Why not run code really fast?
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CPS Challenges

Limited Resources
     - Computational power, energy, cost

Timing Requirement
     - Safety, reliability, deadlines

Security/System Upgradability
 - Schedulability, Verifiability
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CPS SECURITY
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CPS

Physically isolated

Specialized protocols & hardware

Not connected to the internet

Limited capabilities

Finite (often severely constrained) resources
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Resiliency?
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SECURITY and resiliency
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SECURITY and resiliency

Not concerned with data being stolen

Attacker intent Cause systems to crash
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SECURITY and resiliency

Attacker intent Cause systems to crash

What if airbag deployment is delayed?
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SECURITY and resiliency

Attacker intent Cause systems to crash

Normal 
Deployment

Late 
Deployment
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Next Lecture

25

• Design of Autonomous Systems
• Sensing

• IMU, GPS, Radar, LIDAR, Camera, etc.


