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Introduction















How to apply Control-flow 
attestation for autonomous 

systems ?

What? When? How?





Assumptions
Modular software
● can be decomposed into simple 

interacting modules
Data-flow monitoring
● Software modules interact through a 

well-defined communication 
channels

Isolation Architecture
● Software modules are securely 

isolated for each other



Data-flow monitoring

DFMonitor



Control-flow monitoring

CFMonitor





Implementation



Pixhawk: open-hardware project autopilot hardware

PX4: open source flight control software for drones

Autonomous Drone













Integration Into PX4



Evaluation



GPS coordinates involves 1 
of 13 executing modules

Modularity entails an 
improvement of 95% on 
runtime





Security Considerations
DFMonitor:

● All critical modules will be detected and attested

CFMonitor:

● Adding edges not in CFG will be detected

● Adding edges in CFG to execution path requires security policy

● Reordering edges in the execution path cannot be detected



Conclusion
● Static attestation cannot detect runtime attacks

● Control-flow attestation (CFA) is too complex

● DIAT allows CFA in the autonomous settings. However, this requires

○  Modular software design with clear communication

○ Strong isolation between software modules



References

• Paper 

• Presentation

https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_07A-4_Abera_paper.pdf
https://www.youtube.com/watch?v=6xSH-V686dk&ab_channel=NDSSSymposium


Q&A



Discussions

• How do you handle asynchronous events like interrupt that change the control 
flow like traps, break point? Improve their system?

• They mentioned they are working on a hardware solution for the previous 
question. If you are working on this, what idea you have to solve this problem?


