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Misbehavior Detection and CaTch Purpose

● Misbehavior detection is a two step process
○ A suite of misbehavior checks are run on message data 
○ The misbehavior checks pass their determination to a global misbehavior detector, which will 

make the final classification
● Prior versions of misbehavior checks only use the received numbers for 

speed, position and do not include the error levels sent in both CAM and BSM 
message formats

● CaTch aims to use the error values sent in CAM and BSM messages to 
generate more useful real number determinations for machine learning global 
detectors to take advantage of



Types of Misbehavior Checks

1. Consistency Checks
a. Requires two successive messages from the same source

2. Plausibility  Checks
a. Requires only one received message



CaTch Plausibility Checks



CaTch Range Plausibility 



CaTch Position Plausibility



CaTch Speed Plausibility Check



CaTch Consistency Checks



CaTch Position Consistency Check



CaTch Speed Consistency Check



CaTch Position Speed Consistency Check



CaTch Position Heading Consistency Check



CaTch Intersection Check



CaTch Sudden Appearance Check



Misbehavior Apps



Detection Applications

1. Simple App
a. Anything above 0.5 uncertainty for any detector is reported
b. This means that CaTch and legacy detectors should perform similarly

2. Advanced App
a. Used machine learning
b. Using data from simulations, a neural network was trained
c. A model was trained for CaTch and Legacy detectors





Evaluation



Experimental Setup

● Legacy and CaTch checks were implemented as a VEINS extension.
● Considered Attacks

○ Constant offset attacks
○ Sybil Attacks

● Measurement uncertainty not included in VEINS out of the box
● Evaluation metrics:

○ Recall
○ Precision
○ Accuracy
○ F1 Score
○ Bookmaker Informedness
○ Matthews Correlation Coefficient



Results





Questions?



Discussion Questions

1. The authors only used two types of attacks to evaluate the CaTch detector. 
Can you think of an attack that may fool the CaTch + either type of evaluation 
app?

2. Any other interesting or unique ideas for a misbehavior detector? I saw a few 
really good results on MP III!


