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vehicular ad hoc networks (VANETs)

Communicate with each other and road side units within radio coverage

high mobility, fast changing network topology, absence of fixed security infrastructures and 
open communication medium

V2V, V2I, I2I: 

networks provide security and safety to passengers, drivers and vehicles by exchanging 
CAMs and emergency messages

Attack: black hole, gray hole, rushing and DoS attacks



Self-driving and semi self-driving vehicles：

● equipped with communication devices in the form of On 
Board Units (OBU) and an array of sensors and 
embedded systems

●

Research：

simulate an intelligent intrusion detection 
system IDS that is mounted directly in the 
vehicles rather than the (RSUs) road side units 

black hole attacks:

 1)  Inhibit forwarding of packets from 
one vehicle to its neighbor’s 

“destination node”.
 2)  Inhibiting the reception of packets 

from other vehicles.
 3)  Dropping all received packets.





Simulation of Urban Mobility Model

● NS2 simulations 
○ Simulation of Urban Mobility Model (SUMO) and MObilty VEhicles (MOVE) 

■ SUMO provides efficient computation even in various sizes of scenarios
■ MOVE receives the files produced by SUMO by converting them to the NS2 

format and immediately using in network simulation.

Feature Sets

The trace file generated in NS2 is divided into three groups: 
“basic trace”, “internet protocol trace” and “AODV trace” 



Feature Extraction

Proportional Overlapping Scores (POS) method

The distinguishing extracted features are singled out 
by analyzing the overlap among the expression 
values across two classes. 



Fuzzy Membership

Simulation Environmental and Parameters



Intelligent Intrusion Detection System

Generating Malicious behavior



Training and Testing Neural Network with (Misuse Detection)



Training and Testing Neural Network (Anomaly Detection)



Discussion

Any problems and costs in this design ?

Eg. Performing a fuzzy set “fuzzification” on the dataset which was extracted from 
the trace file. This approach has a direct positive impact on the result by increasing 
the detection rate, decreasing the false alarm rate and error rate. However, the main 
drawback is that the system needs extra memory resources to store data and the 
approach is more computationally heavy. 


