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MOTIVATION

▪ Infiltrate and disrupt route planning 
networks

▪ Forging traffic information  to contrast 
true observation

▪Results in little damage for 1st order 
neighbours

▪Results in sub-optimal trajectories 
(information propagation)
▪Delays/Congestion for n-order vehicles



REAL-TIME INFORMATION 
MEASUREMENT
▪  



REAL-TIME TRAFFIC INFORMATION 
MESSAGE
▪  



DETERMINATION OF TRAFFIC STATE

▪  

 



DATA INTEGRITY ATTACK

▪  

Note: ‘*’ is used to denote a manipulated value



INTERJECTION

▪  



SOME ATTACK STATS

Delay in vehicles reaching their 
destination based on when roads where 
attacked (higher is better)

Number of jammed roads for a given 
timeslot, and how long they are 
compromised for (higher is better) – 
Continuous attack

Cumulative number of vehicles 
reaching their destination (lower 
gradient is better) – Continuous 
attack 



FORGED DATA FILTERING



FDF – TERMINOLOGY 

Environment – This contains 
all roads

Roads – exist in the 
environment colour shaded 
but identified by an ID

Road Segments – Cross 
hatch, breaks up a road 
into smaller segments, 
these will contain clusters of 
vehicles



FDF – TERMINOLOGY 

Our vehicles exist in segments on the road (direction doesn’t matter)

Segments form clusters with the vehicle closest to the centre becoming the cluster head



FDF – SOLUTION

▪  



FDF – AUTHENTICATION

▪  

Note: this authentication is based on the concept of Primitive Polynomials it is too complex to explain here

https://en.wikipedia.org/wiki/Primitive_polynomial_(field_theory)


FDF – RESULTS 

Reduced delay

Fewer jammed roads

Closer to baseline arrivals

Much fewer compromised vehicles



QUESTIONS, CRITIQUE & DISCUSSION



SOME POINTS TO THINK ABOUT

▪ This approach does require additional equipment to provide frequent 
changes to MAC generation polynomial
▪Could this be a potential issue?

▪Nothing was mentioned about computational time inc/dec over RD4, 
could this have an impact?

▪ There's a clear improvement with number of compromised vehicles, 
but how significant are the other improvements?

▪Assumptions are made with regard to vehicle speed, i.e. that the 
speed of the vehicle will always be the most optimal (quickest) 
between 2 points. Is it fair to make that assumption?


