
Schedule 
obfuscation

• Integrating security in Real-Time CPS
• Prevent attacks by randomizing schedule
“is it possible to reduce the regularity in real-time task 
schedules while still guaranteeing that the timing 
constraints (deadlines) are met?”
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Real-time schedule obfuscation
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Real-time schedule obfuscation
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 3 3 2 2 1
1 2 2 3 2 2 2 3 1 2 2 3 1 3 2 1 2 1 2 2

3 2 1 3 2 1 2 2 1 2 2 1 2 2 3 3 1 2 2 1

13 2 2 1 3 1 2 1 2 2 2 3 1 2 3 2 1 2 2

2 1 2 1 2 3 2 3 2 1 2 1 3 3 2 2 1 2 2 1 2

Obfuscate
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Schedule obfuscation: concept
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

37



Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

• Allow priority inversion

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

• Allow priority inversion

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept
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2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

38

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

deadline for task 1 
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Schedule obfuscation: concept

38

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

deadline for task 1 

• Allow bounded priority inversion
• Tasks should still meet their original deadlines
• We must calculate ‘bounds’

• how long can a higher priority task suffer inversion?



Bounding priority inversions
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𝐶!𝐼!′

𝑇! = 𝐷!

• Let’s consider a periodic task 𝜏!



Bounding priority inversions

39

𝐶!𝐼!′

Interference induced by:
- higher priority tasks and
- priority inversion 
needs to be taken into account

𝑇! = 𝐷!

𝐼!" = '
#!∈%&(#")

𝐷!
𝑇)

+ 1 ⋅ 𝐶)

• Let’s consider a periodic task 𝜏!



Bounding priority inversions

39

𝐶!𝐼!′

Interference induced by:
- higher priority tasks and
- priority inversion 
needs to be taken into account

Extra delay that 𝜏! can tolerate 
without missing its deadlines

𝑇! = 𝐷!

𝐼!" = '
#!∈%&(#")

𝐷!
𝑇)

+ 1 ⋅ 𝐶)

The worst-case inversion budget = vi

• Let’s consider a periodic task 𝜏!



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point

priority

Ready Queue
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Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates

priority

Ready Queue

𝑣! > 0

𝑣! ≤ 0
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Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates

priority

Ready Queue Candidate Pool

40

𝑣! ≤ 0

𝑣! > 0



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates
2. Randomly pick a job from candidate pool

priority

Ready Queue

40

Candidate Pool A Randomly Picked JobCandidate Pool

𝑣! ≤ 0

𝑣! > 0



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates
2. Randomly pick a job from candidate pool
3. Set next scheduling point and run picked job

priority

Ready Queue

40

Candidate Pool A Randomly Picked JobCandidate Pool

𝑣! ≤ 0

𝑣! > 0



Randomization schemes

• Without Randomization
Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling
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Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling
• Fine-grained Switching

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling

HP	1 0 3 3 2 1 1 0 2 2 3 1 1 0 3 3 3 0 1 1 3 0 2 3 3 3 3 0 2 1 1 0 2 1 1 3 0 3 3 3 3
HP	2 1 0 2 1 3 2 3 2 3 0 0 3 3 1 1 3 3 3 0 3 0 1 1 3 2 0 2 2 1 1 3 3 3 3 0 0 1 3 1 3
HP	3 2 2 1 2 0 0 1 3 1 1 3 0 3 3 3 3 0 1 3 3 0 3 1 2 1 0 2 3 3 1 3 0 2 1 1 0 3 3 3 3
HP	4 0 2 3 3 1 0 1 2 1 1 2 3 0 3 3 0 1 3 3 1 0 2 2 3 2 3 1 0 1 3 3 3 3 3 0 1 3 0 1 3
HP	5 0 1 2 3 1 2 2 3 3 0 3 0 1 3 1 3 0 1 3 3 1 2 2 0 3 3 0 2 1 1 0 3 1 3 1 0 3 3 3 3
HP	6 3 1 2 2 0 1 3 2 3 0 3 1 1 3 0 0 3 3 1 1 2 2 3 0 2 1 0 1 3 3 0 3 1 1 3 3 3 0 3 3
HP	7 1 1 3 2 0 0 3 2 3 3 1 1 2 0 3 0 1 1 3 3 2 0 3 2 1 3 2 3 0 1 0 3 1 3 1 3 0 3 3 3
HP	8 3 1 3 1 0 3 0 2 1 3 2 0 2 1 3 3 1 3 3 0 1 3 2 0 1 2 2 1 3 0 3 0 1 3 3 3 0 1 3 3
HP	9 1 3 1 0 2 0 3 3 3 2 0 2 1 1 3 0 3 1 1 3 3 3 0 2 3 2 0 2 1 1 0 3 3 3 1 3 0 1 3 3
HP	10 1 1 3 2 0 3 0 2 3 3 0 2 1 1 3 0 1 3 1 3 3 3 0 2 3 2 2 0 1 1 3 0 1 3 3 1 3 3 3 0
HP	11 3 3 0 2 1 1 3 2 1 0 0 3 2 3 1 3 0 1 3 1 3 0 3 2 3 1 3 0 2 1 2 0 3 3 3 0 1 1 3 3
HP	12 3 1 1 0 3 3 2 3 2 0 0 1 2 3 1 0 3 1 1 3 3 3 3 3 0 2 1 0 2 1 2 3 3 0 3 1 3 1 3 0
HP	13 1 3 0 1 3 2 0 2 1 3 1 2 0 3 3 0 1 3 3 1 2 0 2 3 2 0 3 1 1 3 3 3 0 3 1 0 1 3 3 3
HP	14 3 2 2 0 1 0 1 3 3 1 0 2 3 1 3 0 1 1 3 3 2 2 0 2 3 3 0 1 1 3 3 0 1 3 3 1 3 0 3 3
HP	15 2 2 2 1 0 1 3 0 3 3 3 1 1 3 0 0 1 1 3 3 3 2 0 3 3 2 1 2 0 1 0 3 1 1 3 0 3 3 3 3
HP	16 0 2 2 3 1 0 1 2 3 1 0 3 1 3 3 0 1 1 3 3 2 3 2 3 0 2 1 1 3 0 3 3 0 3 1 3 3 1 0 3
HP	17 3 2 1 2 0 1 0 2 3 1 3 1 3 3 0 0 3 3 3 1 1 0 2 3 2 3 0 3 1 1 0 2 3 3 3 0 1 1 3 3
HP	18 3 3 2 1 0 0 1 2 3 3 2 0 1 1 3 0 3 3 1 3 1 3 0 3 1 1 0 2 3 2 3 0 2 3 3 1 1 3 0 3
HP	19 0 1 3 1 3 2 3 0 2 2 3 1 0 1 3 0 3 3 3 1 0 1 3 2 3 2 0 1 3 1 3 2 0 3 3 3 0 1 1 3
HP	20 3 0 2 1 2 0 1 2 3 3 3 0 1 1 3 0 3 3 1 1 3 3 0 3 3 2 1 2 1 0 0 2 3 3 3 0 1 1 3 3

TaskShuffler

• Schedule randomization protocol
• Random job selection by priority inversions
• Guaranteed schedulability by bounded priority inversions

TaskShuffler 41



Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling
• Fine-grained Switching

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling

HP	1 0 3 3 2 1 1 0 2 2 3 1 1 0 3 3 3 0 1 1 3 0 2 3 3 3 3 0 2 1 1 0 2 1 1 3 0 3 3 3 3
HP	2 1 0 2 1 3 2 3 2 3 0 0 3 3 1 1 3 3 3 0 3 0 1 1 3 2 0 2 2 1 1 3 3 3 3 0 0 1 3 1 3
HP	3 2 2 1 2 0 0 1 3 1 1 3 0 3 3 3 3 0 1 3 3 0 3 1 2 1 0 2 3 3 1 3 0 2 1 1 0 3 3 3 3
HP	4 0 2 3 3 1 0 1 2 1 1 2 3 0 3 3 0 1 3 3 1 0 2 2 3 2 3 1 0 1 3 3 3 3 3 0 1 3 0 1 3
HP	5 0 1 2 3 1 2 2 3 3 0 3 0 1 3 1 3 0 1 3 3 1 2 2 0 3 3 0 2 1 1 0 3 1 3 1 0 3 3 3 3
HP	6 3 1 2 2 0 1 3 2 3 0 3 1 1 3 0 0 3 3 1 1 2 2 3 0 2 1 0 1 3 3 0 3 1 1 3 3 3 0 3 3
HP	7 1 1 3 2 0 0 3 2 3 3 1 1 2 0 3 0 1 1 3 3 2 0 3 2 1 3 2 3 0 1 0 3 1 3 1 3 0 3 3 3
HP	8 3 1 3 1 0 3 0 2 1 3 2 0 2 1 3 3 1 3 3 0 1 3 2 0 1 2 2 1 3 0 3 0 1 3 3 3 0 1 3 3
HP	9 1 3 1 0 2 0 3 3 3 2 0 2 1 1 3 0 3 1 1 3 3 3 0 2 3 2 0 2 1 1 0 3 3 3 1 3 0 1 3 3
HP	10 1 1 3 2 0 3 0 2 3 3 0 2 1 1 3 0 1 3 1 3 3 3 0 2 3 2 2 0 1 1 3 0 1 3 3 1 3 3 3 0
HP	11 3 3 0 2 1 1 3 2 1 0 0 3 2 3 1 3 0 1 3 1 3 0 3 2 3 1 3 0 2 1 2 0 3 3 3 0 1 1 3 3
HP	12 3 1 1 0 3 3 2 3 2 0 0 1 2 3 1 0 3 1 1 3 3 3 3 3 0 2 1 0 2 1 2 3 3 0 3 1 3 1 3 0
HP	13 1 3 0 1 3 2 0 2 1 3 1 2 0 3 3 0 1 3 3 1 2 0 2 3 2 0 3 1 1 3 3 3 0 3 1 0 1 3 3 3
HP	14 3 2 2 0 1 0 1 3 3 1 0 2 3 1 3 0 1 1 3 3 2 2 0 2 3 3 0 1 1 3 3 0 1 3 3 1 3 0 3 3
HP	15 2 2 2 1 0 1 3 0 3 3 3 1 1 3 0 0 1 1 3 3 3 2 0 3 3 2 1 2 0 1 0 3 1 1 3 0 3 3 3 3
HP	16 0 2 2 3 1 0 1 2 3 1 0 3 1 3 3 0 1 1 3 3 2 3 2 3 0 2 1 1 3 0 3 3 0 3 1 3 3 1 0 3
HP	17 3 2 1 2 0 1 0 2 3 1 3 1 3 3 0 0 3 3 3 1 1 0 2 3 2 3 0 3 1 1 0 2 3 3 3 0 1 1 3 3
HP	18 3 3 2 1 0 0 1 2 3 3 2 0 1 1 3 0 3 3 1 3 1 3 0 3 1 1 0 2 3 2 3 0 2 3 3 1 1 3 0 3
HP	19 0 1 3 1 3 2 3 0 2 2 3 1 0 1 3 0 3 3 3 1 0 1 3 2 3 2 0 1 3 1 3 2 0 3 3 3 0 1 1 3
HP	20 3 0 2 1 2 0 1 2 3 3 3 0 1 1 3 0 3 3 1 1 3 3 0 3 3 2 1 2 1 0 0 2 3 3 3 0 1 1 3 3

TaskShuffler

• Schedule randomization protocol
• Random job selection by priority inversions
• Guaranteed schedulability by bounded priority inversions

TaskShuffler 41

[Dynamic] EDF Scheduler

Taskshuffler

ReORDER

[Static] Rate Monotone Scheduler



• Platform
• Raspberry Pi 3 Model B
• 1.2 GHz 64-bit quad-core ARM Cortex-A53

• Operating System
• Linux kernel version: 4.9.48
• Raspbian (a variant of Debian Linux)
• Patched with PREEMPT_RT 

Implementation
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Taskshuffler vs scheduleak
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Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets
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Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets

Random 
Guess = 0.5



Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets

Random 
Guess = 0.5

>

Schedule obfuscation reduces effectiveness of leakage attacks


