
Schedule 
obfuscation

• Integrating security in Real-Time CPS
• Prevent attacks by randomizing schedule
“is it possible to reduce the regularity in real-time task 
schedules while still guaranteeing that the timing 
constraints (deadlines) are met?”
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Real-time schedule obfuscation
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Real-time schedule obfuscation
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 3 3 2 2 1
1 2 2 3 2 2 2 3 1 2 2 3 1 3 2 1 2 1 2 2

3 2 1 3 2 1 2 2 1 2 2 1 2 2 3 3 1 2 2 1

13 2 2 1 3 1 2 1 2 2 2 3 1 2 3 2 1 2 2

2 1 2 1 2 3 2 3 2 1 2 1 3 3 2 2 1 2 2 1 2

Obfuscate
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Schedule obfuscation: concept
1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

• Allow priority inversion

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

• At each scheduling point
• Pick a random task from the ready queue
• Not always the highest priority one

• Allow priority inversion

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept
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2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2
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Schedule obfuscation: concept

38

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

deadline for task 1 
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Schedule obfuscation: concept

38

2 1 2 3 1 3 2 2 1 2 2 1 2 1 2 2 2 1

• Hang on a minute…what about deadlines?

1 2 2 3 3 1 2 2 1 2 2 1 3 3 2 2 1 2 1 2

deadline for task 1 

• Allow bounded priority inversion
• Tasks should still meet their original deadlines
• We must calculate ‘bounds’
• how long can a higher priority task suffer inversion?



Bounding priority inversions
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𝐶!𝐼!′

𝑇! = 𝐷!

• Let’s consider a periodic task 𝜏!



Bounding priority inversions

39

𝐶!𝐼!′

Interference induced by:
- higher priority tasks and
- priority inversion 
needs to be taken into account

𝑇! = 𝐷!

𝐼!" = '
#!∈%&(#")

𝐷!
𝑇)

+ 1 ⋅ 𝐶)

• Let’s consider a periodic task 𝜏!



Bounding priority inversions

39

𝐶!𝐼!′

Interference induced by:
- higher priority tasks and
- priority inversion 
needs to be taken into account

Extra delay that 𝜏! can tolerate 
without missing its deadlines

𝑇! = 𝐷!

𝐼!" = '
#!∈%&(#")

𝐷!
𝑇)

+ 1 ⋅ 𝐶)

The worst-case inversion budget = vi

• Let’s consider a periodic task 𝜏!



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point

priority

Ready Queue
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Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates

priority

Ready Queue

𝑣! > 0

𝑣! ≤ 0

40



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates

priority

Ready Queue Candidate Pool

40

𝑣! ≤ 0

𝑣! > 0



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates
2. Randomly pick a job from candidate pool

priority

Ready Queue

40

Candidate Pool A Randomly Picked JobCandidate Pool

𝑣! ≤ 0

𝑣! > 0



Taskshuffler randomization protocol
Fixed-Priority scheduling algorithms

• At each scheduling point
1. Determine job candidates
2. Randomly pick a job from candidate pool
3. Set next scheduling point and run picked job

priority

Ready Queue

40

Candidate Pool A Randomly Picked JobCandidate Pool

𝑣! ≤ 0

𝑣! > 0



Randomization schemes

• Without RandomizationRandomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization
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Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling

41



Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling
• Fine-grained Switching

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling

HP	1 0 3 3 2 1 1 0 2 2 3 1 1 0 3 3 3 0 1 1 3 0 2 3 3 3 3 0 2 1 1 0 2 1 1 3 0 3 3 3 3
HP	2 1 0 2 1 3 2 3 2 3 0 0 3 3 1 1 3 3 3 0 3 0 1 1 3 2 0 2 2 1 1 3 3 3 3 0 0 1 3 1 3
HP	3 2 2 1 2 0 0 1 3 1 1 3 0 3 3 3 3 0 1 3 3 0 3 1 2 1 0 2 3 3 1 3 0 2 1 1 0 3 3 3 3
HP	4 0 2 3 3 1 0 1 2 1 1 2 3 0 3 3 0 1 3 3 1 0 2 2 3 2 3 1 0 1 3 3 3 3 3 0 1 3 0 1 3
HP	5 0 1 2 3 1 2 2 3 3 0 3 0 1 3 1 3 0 1 3 3 1 2 2 0 3 3 0 2 1 1 0 3 1 3 1 0 3 3 3 3
HP	6 3 1 2 2 0 1 3 2 3 0 3 1 1 3 0 0 3 3 1 1 2 2 3 0 2 1 0 1 3 3 0 3 1 1 3 3 3 0 3 3
HP	7 1 1 3 2 0 0 3 2 3 3 1 1 2 0 3 0 1 1 3 3 2 0 3 2 1 3 2 3 0 1 0 3 1 3 1 3 0 3 3 3
HP	8 3 1 3 1 0 3 0 2 1 3 2 0 2 1 3 3 1 3 3 0 1 3 2 0 1 2 2 1 3 0 3 0 1 3 3 3 0 1 3 3
HP	9 1 3 1 0 2 0 3 3 3 2 0 2 1 1 3 0 3 1 1 3 3 3 0 2 3 2 0 2 1 1 0 3 3 3 1 3 0 1 3 3
HP	10 1 1 3 2 0 3 0 2 3 3 0 2 1 1 3 0 1 3 1 3 3 3 0 2 3 2 2 0 1 1 3 0 1 3 3 1 3 3 3 0
HP	11 3 3 0 2 1 1 3 2 1 0 0 3 2 3 1 3 0 1 3 1 3 0 3 2 3 1 3 0 2 1 2 0 3 3 3 0 1 1 3 3
HP	12 3 1 1 0 3 3 2 3 2 0 0 1 2 3 1 0 3 1 1 3 3 3 3 3 0 2 1 0 2 1 2 3 3 0 3 1 3 1 3 0
HP	13 1 3 0 1 3 2 0 2 1 3 1 2 0 3 3 0 1 3 3 1 2 0 2 3 2 0 3 1 1 3 3 3 0 3 1 0 1 3 3 3
HP	14 3 2 2 0 1 0 1 3 3 1 0 2 3 1 3 0 1 1 3 3 2 2 0 2 3 3 0 1 1 3 3 0 1 3 3 1 3 0 3 3
HP	15 2 2 2 1 0 1 3 0 3 3 3 1 1 3 0 0 1 1 3 3 3 2 0 3 3 2 1 2 0 1 0 3 1 1 3 0 3 3 3 3
HP	16 0 2 2 3 1 0 1 2 3 1 0 3 1 3 3 0 1 1 3 3 2 3 2 3 0 2 1 1 3 0 3 3 0 3 1 3 3 1 0 3
HP	17 3 2 1 2 0 1 0 2 3 1 3 1 3 3 0 0 3 3 3 1 1 0 2 3 2 3 0 3 1 1 0 2 3 3 3 0 1 1 3 3
HP	18 3 3 2 1 0 0 1 2 3 3 2 0 1 1 3 0 3 3 1 3 1 3 0 3 1 1 0 2 3 2 3 0 2 3 3 1 1 3 0 3
HP	19 0 1 3 1 3 2 3 0 2 2 3 1 0 1 3 0 3 3 3 1 0 1 3 2 3 2 0 1 3 1 3 2 0 3 3 3 0 1 1 3
HP	20 3 0 2 1 2 0 1 2 3 3 3 0 1 1 3 0 3 3 1 1 3 3 0 3 3 2 1 2 1 0 0 2 3 3 3 0 1 1 3 3

TaskShuffler

• Schedule randomization protocol
• Random job selection by priority inversions
• Guaranteed schedulability by bounded priority inversions

TaskShuffler 41



Randomization schemes

• Without Randomization

• Task-only Randomization
• With Idle Time Scheduling
• Fine-grained Switching

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

Ready Queue

High 
priority

Low 
priority Idle task

Further Randomization (1)

• Idle time scheduling
• Shuffles ‘idle times’ with normal tasks

• That is, randomly idling the processor

• Treats idle times as a task with
• Lowest priority
• Infinite period 
• Infinite execution time

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

HP	1 1 1 0 3 3 2 2 2 1 0 0 1 3 3 3 3 1 1 3 0 2 2 2 0 1 0 1 3 3 3 3 3 1 1 0 3 3 3 3 0
HP	2 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 3 1 1 0 0 3 3 3 3
HP	3 3 3 3 0 1 1 3 0 2 2 0 2 1 1 3 3 1 1 3 0 2 2 2 0 1 3 3 3 0 1 3 3 3 3 0 0 1 1 3 3
HP	4 2 2 2 0 1 0 1 3 3 3 3 1 1 3 0 0 1 1 3 3 3 3 3 3 0 2 2 2 1 0 1 0 3 3 3 0 1 1 3 3
HP	5 2 2 2 1 0 1 3 3 3 0 0 3 3 1 1 3 0 3 3 3 0 1 1 3 3 1 1 2 2 0 2 3 3 3 0 0 1 1 3 3
HP	6 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 3 0 1 1 3 2 2 2 0 3 0 1 1 3 3 3 3 1 1 0 3 3 3 3 0
HP	7 1 1 2 2 0 2 0 3 3 3 3 0 1 1 3 0 1 1 3 3 0 2 2 2 1 3 3 3 1 0 3 3 3 3 0 1 1 0 3 3
HP	8 0 3 3 3 1 1 2 2 0 1 3 2 0 3 1 0 3 3 3 1 0 1 2 2 1 1 3 3 3 0 3 2 0 3 3 3 0 1 1 3
HP	9 1 1 2 2 0 0 3 3 1 1 3 3 2 3 0 0 3 3 3 1 1 0 3 3 3 0 1 1 2 2 3 2 1 1 0 0 3 3 3 3
HP	10 3 3 3 1 0 1 3 2 2 0 0 1 1 2 3 3 3 3 3 0 1 1 2 2 0 1 1 0 3 3 0 3 3 1 1 2 0 3 3 3
HP	11 0 3 3 3 1 0 1 2 3 1 0 2 2 1 3 3 1 1 3 0 0 3 3 3 1 3 1 0 2 2 2 3 3 3 0 3 0 1 1 3
HP	12 1 1 2 2 0 3 3 3 0 2 1 1 3 3 0 3 0 3 3 3 1 1 0 3 1 1 0 2 2 2 0 3 3 3 3 0 1 1 3 3
HP	13 1 1 0 3 3 0 2 2 2 3 1 1 0 3 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 1 1 3 0 3 3 3 3
HP	14 3 3 3 1 0 0 1 3 1 1 2 2 2 3 0 0 1 1 3 3 3 3 3 3 0 0 1 1 2 2 0 2 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 3 3 0 3 1 1 3 3 0 3 3 3 0 1 1 3 2 0 3 3 1 1 3 2 2 0 1 1 3 3 3 0
HP	16 3 3 3 0 1 0 1 3 1 1 2 2 2 0 3 3 1 1 3 0 3 3 3 3 0 2 2 2 1 0 0 1 3 3 3 0 1 1 3 3
HP	17 1 1 0 2 2 3 3 3 2 0 3 3 1 1 0 3 1 1 3 0 0 2 2 2 1 3 3 3 0 1 0 3 1 1 3 3 3 3 3 0
HP	18 3 3 3 1 0 1 0 3 2 2 0 1 1 2 3 3 3 3 3 0 0 1 1 3 2 0 1 1 3 3 0 2 2 3 3 1 1 0 3 3
HP	19 3 3 3 1 0 1 3 2 2 0 1 1 2 3 0 3 1 1 3 0 2 2 2 3 0 0 1 1 3 3 0 3 3 3 3 1 1 0 3 3
HP	20 0 1 1 3 3 3 3 0 1 1 2 2 2 3 0 0 3 3 3 1 1 0 3 3 1 1 2 2 2 0 0 3 3 3 3 1 1 0 3 3

Task-only 
Randomization

With Idle Time 
Scheduling

HP	1 0 3 3 2 1 1 0 2 2 3 1 1 0 3 3 3 0 1 1 3 0 2 3 3 3 3 0 2 1 1 0 2 1 1 3 0 3 3 3 3
HP	2 1 0 2 1 3 2 3 2 3 0 0 3 3 1 1 3 3 3 0 3 0 1 1 3 2 0 2 2 1 1 3 3 3 3 0 0 1 3 1 3
HP	3 2 2 1 2 0 0 1 3 1 1 3 0 3 3 3 3 0 1 3 3 0 3 1 2 1 0 2 3 3 1 3 0 2 1 1 0 3 3 3 3
HP	4 0 2 3 3 1 0 1 2 1 1 2 3 0 3 3 0 1 3 3 1 0 2 2 3 2 3 1 0 1 3 3 3 3 3 0 1 3 0 1 3
HP	5 0 1 2 3 1 2 2 3 3 0 3 0 1 3 1 3 0 1 3 3 1 2 2 0 3 3 0 2 1 1 0 3 1 3 1 0 3 3 3 3
HP	6 3 1 2 2 0 1 3 2 3 0 3 1 1 3 0 0 3 3 1 1 2 2 3 0 2 1 0 1 3 3 0 3 1 1 3 3 3 0 3 3
HP	7 1 1 3 2 0 0 3 2 3 3 1 1 2 0 3 0 1 1 3 3 2 0 3 2 1 3 2 3 0 1 0 3 1 3 1 3 0 3 3 3
HP	8 3 1 3 1 0 3 0 2 1 3 2 0 2 1 3 3 1 3 3 0 1 3 2 0 1 2 2 1 3 0 3 0 1 3 3 3 0 1 3 3
HP	9 1 3 1 0 2 0 3 3 3 2 0 2 1 1 3 0 3 1 1 3 3 3 0 2 3 2 0 2 1 1 0 3 3 3 1 3 0 1 3 3
HP	10 1 1 3 2 0 3 0 2 3 3 0 2 1 1 3 0 1 3 1 3 3 3 0 2 3 2 2 0 1 1 3 0 1 3 3 1 3 3 3 0
HP	11 3 3 0 2 1 1 3 2 1 0 0 3 2 3 1 3 0 1 3 1 3 0 3 2 3 1 3 0 2 1 2 0 3 3 3 0 1 1 3 3
HP	12 3 1 1 0 3 3 2 3 2 0 0 1 2 3 1 0 3 1 1 3 3 3 3 3 0 2 1 0 2 1 2 3 3 0 3 1 3 1 3 0
HP	13 1 3 0 1 3 2 0 2 1 3 1 2 0 3 3 0 1 3 3 1 2 0 2 3 2 0 3 1 1 3 3 3 0 3 1 0 1 3 3 3
HP	14 3 2 2 0 1 0 1 3 3 1 0 2 3 1 3 0 1 1 3 3 2 2 0 2 3 3 0 1 1 3 3 0 1 3 3 1 3 0 3 3
HP	15 2 2 2 1 0 1 3 0 3 3 3 1 1 3 0 0 1 1 3 3 3 2 0 3 3 2 1 2 0 1 0 3 1 1 3 0 3 3 3 3
HP	16 0 2 2 3 1 0 1 2 3 1 0 3 1 3 3 0 1 1 3 3 2 3 2 3 0 2 1 1 3 0 3 3 0 3 1 3 3 1 0 3
HP	17 3 2 1 2 0 1 0 2 3 1 3 1 3 3 0 0 3 3 3 1 1 0 2 3 2 3 0 3 1 1 0 2 3 3 3 0 1 1 3 3
HP	18 3 3 2 1 0 0 1 2 3 3 2 0 1 1 3 0 3 3 1 3 1 3 0 3 1 1 0 2 3 2 3 0 2 3 3 1 1 3 0 3
HP	19 0 1 3 1 3 2 3 0 2 2 3 1 0 1 3 0 3 3 3 1 0 1 3 2 3 2 0 1 3 1 3 2 0 3 3 3 0 1 1 3
HP	20 3 0 2 1 2 0 1 2 3 3 3 0 1 1 3 0 3 3 1 1 3 3 0 3 3 2 1 2 1 0 0 2 3 3 3 0 1 1 3 3

TaskShuffler

• Schedule randomization protocol
• Random job selection by priority inversions
• Guaranteed schedulability by bounded priority inversions

TaskShuffler 41

[Dynamic] EDF Scheduler

Taskshuffler

ReORDER

[Static] Rate Monotone Scheduler



• Platform
• Raspberry Pi 3 Model B
• 1.2 GHz 64-bit quad-core ARM Cortex-A53

• Operating System
• Linux kernel version: 4.9.48
• Raspbian (a variant of Debian Linux)
• Patched with PREEMPT_RT 

Implementation

42



Taskshuffler vs scheduleak
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Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets
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Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets

Random 
Guess = 0.5



Taskshuffler vs scheduleak

§ Experiment Configurations
Ø 6000 task sets tested 
Ø 600 each utilization group

Ø 5, 7,  9, 11, 13, 15 tasks per task set
Ø Each bar is averaged from 600 task sets

Random 
Guess = 0.5

>

Schedule obfuscation reduces effectiveness of leakage attacks



Metrics
• How do we model a successful obfuscation?
“can we compare two obfuscated schedules and measure 
which one is better (in terms of protection against 
information leakage)?”
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Measure of randomness?

Randomization Effect

TaskShuffler

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3

Without 
Randomization

HP	1 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	2 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	3 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	4 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	5 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	6 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	7 1 1 2 2 0 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	8 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	9 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	10 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	11 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	12 2 2 2 1 0 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	13 0 2 2 2 1 0 1 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	14 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	15 0 1 1 2 2 0 2 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	16 1 1 2 2 0 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	17 1 1 0 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 0 2 2 2 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	18 2 2 2 1 0 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	19 0 1 1 2 2 2 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 0 1 3 3 3 0 3 1 1 3 0 3 3 3 3
HP	20 2 2 2 0 1 1 0 3 1 1 0 3 3 3 3 0 1 1 3 3 2 2 2 0 1 1 0 3 3 3 0 3 1 1 3 0 3 3 3 3

With 
Randomization

HP	1 0 3 3 2 1 1 0 2 2 3 1 1 0 3 3 3 0 1 1 3 0 2 3 3 3 3 0 2 1 1 0 2 1 1 3 0 3 3 3 3
HP	2 1 0 2 1 3 2 3 2 3 0 0 3 3 1 1 3 3 3 0 3 0 1 1 3 2 0 2 2 1 1 3 3 3 3 0 0 1 3 1 3
HP	3 2 2 1 2 0 0 1 3 1 1 3 0 3 3 3 3 0 1 3 3 0 3 1 2 1 0 2 3 3 1 3 0 2 1 1 0 3 3 3 3
HP	4 0 2 3 3 1 0 1 2 1 1 2 3 0 3 3 0 1 3 3 1 0 2 2 3 2 3 1 0 1 3 3 3 3 3 0 1 3 0 1 3
HP	5 0 1 2 3 1 2 2 3 3 0 3 0 1 3 1 3 0 1 3 3 1 2 2 0 3 3 0 2 1 1 0 3 1 3 1 0 3 3 3 3
HP	6 3 1 2 2 0 1 3 2 3 0 3 1 1 3 0 0 3 3 1 1 2 2 3 0 2 1 0 1 3 3 0 3 1 1 3 3 3 0 3 3
HP	7 1 1 3 2 0 0 3 2 3 3 1 1 2 0 3 0 1 1 3 3 2 0 3 2 1 3 2 3 0 1 0 3 1 3 1 3 0 3 3 3
HP	8 3 1 3 1 0 3 0 2 1 3 2 0 2 1 3 3 1 3 3 0 1 3 2 0 1 2 2 1 3 0 3 0 1 3 3 3 0 1 3 3
HP	9 1 3 1 0 2 0 3 3 3 2 0 2 1 1 3 0 3 1 1 3 3 3 0 2 3 2 0 2 1 1 0 3 3 3 1 3 0 1 3 3
HP	10 1 1 3 2 0 3 0 2 3 3 0 2 1 1 3 0 1 3 1 3 3 3 0 2 3 2 2 0 1 1 3 0 1 3 3 1 3 3 3 0
HP	11 3 3 0 2 1 1 3 2 1 0 0 3 2 3 1 3 0 1 3 1 3 0 3 2 3 1 3 0 2 1 2 0 3 3 3 0 1 1 3 3
HP	12 3 1 1 0 3 3 2 3 2 0 0 1 2 3 1 0 3 1 1 3 3 3 3 3 0 2 1 0 2 1 2 3 3 0 3 1 3 1 3 0
HP	13 1 3 0 1 3 2 0 2 1 3 1 2 0 3 3 0 1 3 3 1 2 0 2 3 2 0 3 1 1 3 3 3 0 3 1 0 1 3 3 3
HP	14 3 2 2 0 1 0 1 3 3 1 0 2 3 1 3 0 1 1 3 3 2 2 0 2 3 3 0 1 1 3 3 0 1 3 3 1 3 0 3 3
HP	15 2 2 2 1 0 1 3 0 3 3 3 1 1 3 0 0 1 1 3 3 3 2 0 3 3 2 1 2 0 1 0 3 1 1 3 0 3 3 3 3
HP	16 0 2 2 3 1 0 1 2 3 1 0 3 1 3 3 0 1 1 3 3 2 3 2 3 0 2 1 1 3 0 3 3 0 3 1 3 3 1 0 3
HP	17 3 2 1 2 0 1 0 2 3 1 3 1 3 3 0 0 3 3 3 1 1 0 2 3 2 3 0 3 1 1 0 2 3 3 3 0 1 1 3 3
HP	18 3 3 2 1 0 0 1 2 3 3 2 0 1 1 3 0 3 3 1 3 1 3 0 3 1 1 0 2 3 2 3 0 2 3 3 1 1 3 0 3
HP	19 0 1 3 1 3 2 3 0 2 2 3 1 0 1 3 0 3 3 3 1 0 1 3 2 3 2 0 1 3 1 3 2 0 3 3 3 0 1 1 3
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TaskShuffler

• Schedule randomization protocol
• Random job selection by priority inversions
• Guaranteed schedulability by bounded priority inversions

TaskShuffler
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Upper-Approximated Schedule Entropy

• Upper-approximation = sum of slot entropies

TaskShuffler

Uncertainty in seeing a particular 
task at a particular slotH̃�(S) =

X

slot

H�(St)

= �
X

slot

X

tasks

Pr(task at slot) log2 Pr(task at slot)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0.25 0.19 0.14 0.15 0.27 0.43 0.20 0.15 0.07 0.15 0.34 0.26 0.20 0.10 0.10 0.50
0.25 0.27 0.26 0.28 0.34 0.30 0.30 0.00 0.39 0.37 0.27 0.30 0.30 0.30 0.07 0.00
0.25 0.27 0.30 0.29 0.20 0.13 0.24 0.36 0.21 0.17 0.14 0.14 0.14 0.15 0.00 0.00
0.25 0.27 0.29 0.29 0.20 0.13 0.26 0.50 0.33 0.30 0.25 0.30 0.35 0.45 0.84 0.50
2.00 1.99 1.95 1.95 1.96 1.82 1.98 1.44 1.80 1.90 1.94 1.95 1.92 1.78 0.80 1.00H�(St)

Pr(Task 2 at slot i)
Pr(Task 3 at slot i)
Pr(Task 4 at slot i)

Pr(Task 1 at slot i)
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TaskShuffler

Measured from 900 small task sets 
(hyper-period: 20)

• Strong correlation between the true and the upper-approximated 
schedule entropies
• Higher schedule entropy à more variations in hyper-period schedules à

more uncertainty in slots à higher slot entropies

900 small task sets [hyper-period: 20]

Strong correlation between 
true and upper-approximated 
schedule entropies
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more uncertainty in slots à higher slot entropies

900 small task sets [hyper-period: 20]

Strong correlation between 
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But does this accurately 
capture the randomness 
across task sets?
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• Given, 𝐊 hyper-periods
Each hyper-period has length of 𝐋



Approximate schedule entropy

49

• Given, 

• Define

𝐊 hyper-periods
Each hyper-period has length of 𝐋

𝑋#$ 𝑚 = [𝑠# %&' ($ , 𝑠 #)! %&' (
$ , … , 𝑠 #)%*! %&' (

$ ]

𝐶#$ =
1
𝐾
{𝑘+: 𝛿 𝑋#$ 𝑚 ,𝑋#$

! 𝑚 ≤ 𝜋, 1 ≤ 𝑘+ ≤ 𝐾}

the interval of size m starting from slot t at k-th hyper period

normalized dissimilarity of intervals from slot t across K hyper-periods
against interval at k-th hyper-period
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• Estimated entropy of the slot t

• Approximate Entropy of the schedule 𝑆:
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B. Interpretation of Entropy
The schedule entropy depicts the randomness for a given

schedule. When comparing the entropies of two schedule
sequences with equal lengths, a higher value implies that
more variations are introduced in each time slot and the
chance for a task appearing at the same time slot in every
hyperperiod is smaller. Consider the taskset presented in
Example 1 as an example – the schedule entropies are 6.12
and 9.49 when scheduled by vanilla EDF and REORDER,
respectively. As we can see from the frequency spectrum of
the two schedule sequences (Fig. 1), the higher randomness
reduces the determinism in the schedule and some periods
become unidentifiable from the spectral analysis.

Other methods, such as side-channel attacks, also suffer
since the victim tasks can potentially appear in larger ranges
of executions. Such attacks typically require “prepping” (e.g.,
prime and probe [33]) of the system and the closer this is
done to the actual execution of the victim task, the better
it is for the adversary. With increasing entropy values, the
attacker has lesser precision in narrowing the exact arrival
times for the victim task(s) and hence, experiences more noise
in measurements. Similarly, covert channels [39] will also
suffer since the expected execution order of tasks is broken
due to the randomization – hence, higher entropy values result
in larger variations from the “expected” covert channel.

C. Evaluation of Schedule Entropy
We now evaluate the REORDER protocol with synthetic

workloads. This is to understand the degree of randomness
introduced into the schedule and we use the schedule entropy
calculations from Section IV-A. The evaluation of scheduling
overhead on a real platform is presented in Section VI.

1) Simulation Setup: We used the parameters similar to
that in earlier research [8], [24], [40], [41]. The tasksets
were grouped into base-utilization buckets (e.g., total sum of
the task utilizations) from [0.01 + 0.1 ⋅ i,0.1 + 0.1 ⋅ i] where
i ∈ Z ∧ 0 ≤ i < 9. Each base-utilization group contained
250 tasksets and each of which had [3,10] tasks. We only
considered tasksets that were schedulable by EDF.

For a given base-utilization bucket, the utilization Ui of
individual tasks were generated from a uniform distribution
using the UUniFast [42] algorithm. The period of each task
was greater than 10 with a divisor of 100. This allowed us
to set a common hyperperiod (e.g., L = 100) for all the
tasksets. We assumed that the deadlines are implicit, e.g.,
Di = Ti, ∀⌧i. The execution time Ci for each of the tasks
in the taskset was computed using the generated period and
utilization: Ci = �UiTi�. The execution time of each job of ⌧i
was randomly selected from �↵ ⋅Ci� where ↵ = [0.5,1]. The
interval window size was m = �0.35L� and the dissimilarity
threshold ⇡, 0.1L (Appendix C). For each schedulable taskset,
we observed the schedule for K = 100 hyperperiods.

2) Results: We now evaluate how much randomness
(viz., unpredictability) the REORDER protocol incurs w.r.t.
vanilla EDF using the following schemes:
● REORDER (Base): only tasks are randomized;
● REORDER (IT): randomization with augmented tasksets

(e.g., including idle time randomization);
● REORDER (FT): fine-grained switching for augmented

taskset (e.g., yielding tasks at random points); and
● REORDER (UTR): randomization with fine-grain

scheduling and unused time reclamation.

Fig. 3: The average entropy of the system with varying total utiliza-
tion for different randomization schemes. The REORDER schedule
shows maximum randomness (e.g., entropy) in the low-to-medium
base-utilization (e.g., < 0.7).

In these experiments we focus on observing the average
behavior of randomization schemes. In Fig. 3 we present the
average schedule entropy of vanilla EDF (e.g., no randomiza-
tion) along with different randomization schemes.

The X-axis of Fig. 3 shows the total system utilization. The
Y-axis represents mean schedule entropy (normalized to 1),

e.g., Ĥmean(⋅) = 1
n̂s

n̂s∑
i=1 Ĥi(⋅), where n̂s represents the number

of schedulable tasksets for a given base-utilization group and
Ĥi(⋅) is the entropy of taskset i. For higher utilizations entropy
for vanilla EDF increases since the schedule across multiple
hyperperiods becomes different because of less slack (e.g.,
idle times). As we can see from this figure, the randomization
protocol significantly increases schedule entropy. The idle time
randomization with fine-grained scheduling and unused time
reclamation (e.g., REORDER (UTR)) significantly improves
the entropy over base randomization. Note that for higher
utilization the improvement is marginal. This is due the fact
that for higher utilization, the system does not have enough
slack (e.g., idle times) to randomize much – and hence all three
schemes show similar results (in terms of schedule entropy).
As the utilization increases (e.g., lesser slack), there are very
few candidate jobs for priority inversions because of higher
load. Hence, the entropy (i.e., randomness) drops – albeit the
schedule is still less predictable compared to the vanilla EDF
(since the mean entropy is greater than entropy of EDF).

Another way to observe the schedule randomness is to
measure the ranges within which each task can appear. A wider
range implies that is is harder to predict when a task executes.
In this experiment we measured the first and the last time slots
where a job of each task ⌧i appears and used the difference
between them as the range of execution for ⌧i (denoted as wi).
In Fig. 4 we show the ratio of execution range to deadline
(e.g., wi

Di
≤ 1) of the tasks. The X-axis of the figure shows

total utilization and Y-axis represents the geometric mean of
the task execution range to deadline ratios in each taskset.

For low utilization situations, tasks appear within narrow
ranges because of the work-conserving nature of the EDF
algorithm. With increasing utilization the ranges become
wider. This is because the worst-case response times of tasks
(particularly, for lower priority tasks) increases due to the
higher loads. For lower utilization, the system is dominated
by slack times and hence randomizing tasks do not improve
the execution range compared to vanilla EDF. This is because
some (low-priority) jobs finish earlier due to priority inversions

6

2250 tasksets tested for each scheme
L=100, K=100

m=0.35L, π=0.1L
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In these experiments we focus on observing the average
behavior of randomization schemes. In Fig. 3 we present the
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of schedulable tasksets for a given base-utilization group and
Ĥi(⋅) is the entropy of taskset i. For higher utilizations entropy
for vanilla EDF increases since the schedule across multiple
hyperperiods becomes different because of less slack (e.g.,
idle times). As we can see from this figure, the randomization
protocol significantly increases schedule entropy. The idle time
randomization with fine-grained scheduling and unused time
reclamation (e.g., REORDER (UTR)) significantly improves
the entropy over base randomization. Note that for higher
utilization the improvement is marginal. This is due the fact
that for higher utilization, the system does not have enough
slack (e.g., idle times) to randomize much – and hence all three
schemes show similar results (in terms of schedule entropy).
As the utilization increases (e.g., lesser slack), there are very
few candidate jobs for priority inversions because of higher
load. Hence, the entropy (i.e., randomness) drops – albeit the
schedule is still less predictable compared to the vanilla EDF
(since the mean entropy is greater than entropy of EDF).

Another way to observe the schedule randomness is to
measure the ranges within which each task can appear. A wider
range implies that is is harder to predict when a task executes.
In this experiment we measured the first and the last time slots
where a job of each task ⌧i appears and used the difference
between them as the range of execution for ⌧i (denoted as wi).
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For low utilization situations, tasks appear within narrow
ranges because of the work-conserving nature of the EDF
algorithm. With increasing utilization the ranges become
wider. This is because the worst-case response times of tasks
(particularly, for lower priority tasks) increases due to the
higher loads. For lower utilization, the system is dominated
by slack times and hence randomizing tasks do not improve
the execution range compared to vanilla EDF. This is because
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6

2250 tasksets tested for each scheme
L=100, K=100

m=0.35L, π=0.1L

Randomized EDF Schedules have significantly higher 
entropy than vanilla EDF, even at higher utilizations


