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Recap: struct PageInfo
Physical memory

Page 0

Page 1

Page 2

Page 3

…

Page N

idx pp_ref pp_link

N 0

… 0

… 0

3 0

2 0

1 0

0 0

struct PageInfo * pages (array)
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Recap: struct PageInfo

• struct PageInfo *pp
• The variable typed as struct PageInfo* will point to the address of a struct 

PageInfo object in pages array

• You can access
• pp->pp_ref
• pp->pp_link

• But you cannot access
• Physical page via pp

idx pp_ref pp_link

N 0

… 0

… 0

3 0

2 0

1 0

0 0

struct PageInfo * pages (array)
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Recap: 
struct 
PageInfo

• How to get physical address from a struct PageInfo *pp?

• page2pa(pp)
• page2kva(pp)

• Look at the implementation of those functions
• e.g., (pp – pages) << PGSHIFT
• why is this the physical address?
• Physical page number = (pp – pages)

• memset(page2kva(pp), 0, PGSIZE)
• This will zero out corresponding physical page of pp
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Checking PTE permissions

pte_t *p_pte à pointer to the PTE

*p_pte à access the content (values) in p_pte

• To check if p_pte is valid?

if ( (*p_pte) & PTE_P )
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Permission 
Bit Meaning Interpretation

PTE_P Page Exists [Present] 0: invalid entry
1: valid entry

PTE_W Page is readable/writable 0: read only
1: writeable

PTE_U Who can access it [User] 0: kernel [ring 0] only
1: user [ring 3] accessible



Checking PTE permissions

• Apply bitwise & operation 
• leave only the bit of our interest
• PTE_P, PTE_W, PTE_U

• combine multiple checks
int perm = PTE_W | PTE_U | PTE_P

if ( ((*p_pte) & perm) == perm)
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Permission 
Bit Meaning Interpretation

PTE_P Page Exists [Present] 0: invalid entry
1: valid entry

PTE_W Page is readable/writable 0: read only
1: writeable

PTE_U Who can access it [User] 0: kernel [ring 0] only
1: user [ring 3] accessible



CAVEAT for Lab 2

• boot_map_region()

• Make sure that va + size does not overflow the 32-bit limit
• va = 0xf0000000, size = 0x10000001
• Then, va + size = 1



From 
KERNBASE 

to 2^32-
KERNBASE

• 2’s complement (signed) number system
• For a number N
• (2^32 – N) is –N

• E.g., 
• N = 1
• -1 == (int) 0xffffffff
• N = 2
• -2 == (int) 0xfffffffe

• So, the size of that region is –KERNBASE in 32-bit
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Assertion Errors in Lab2

• There are many assertions in the check_*() functions in lab2

• These functions will check the sanity of your implementation

• If your execution stops due to an assertion, 
• your code manages virtual and physical memory incorrectly

• Please try to understand what each line of code is doing
• Don’t look only at the assertion itself
• You need to know about the execution of the entire test code to debug it
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Learn about the 
implications of 
each line in the 
check_* 
functions

https://gist.github.com/blue9057/5efb9807a9e879c75ee3f1c7add93c08
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https://gist.github.com/blue9057/5efb9807a9e879c75ee3f1c7add93c08


USE GDB!!!

• I do not expect your code will work in one shot

• You will do lots of debugging
• You can do it with many cprintf()-s, but better to use GDB

• Write codeàdon’t know why it doesn’t workàget debugging help from TAàcode works
• This does not guarantee that you can write JOS code by yourself

• But if you learn and know how to fix bugs in your code
• This would be the most valuable skill that you can learn 
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Quiz 1 Statistics

4/20/22 12



Q1: Real-mode Segmentation

Segment * 16 + offset
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Q1: Real-mode Segmentation
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Q2: Real-mode Segmentation & A20

A20 disabled: ignore the address bit 20: regarding it as 0
• That’s why we need to enable A20 if it is disabled by BIOS

• f700 * 16 + f100 = f7000 + f100 = 0x106100

• Ignore bit at 20: 0x106100
• 0x6100
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Q2: Real-mode Segmentation & A20

A20 disabled: ignore the address bit 20: regarding it as 0
• That’s why we need to enable A20 if it is disabled by BIOS

• f700 * 16 + f100 = f7000 + f100 = 0x106100

• Ignore bit at 20: 0x106100
• 0x6100
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Q3: JOS Bootloader
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Q3: JOS Bootloader
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Q3: JOS Bootloader

• Where do we enable virtual memory (paging)?
• In kern/entry.S [JOS Kernel, not the bootloader]



Q4: JOS Bootloader
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Q4: JOS Bootloader
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Lab 1



Q4: JOS Bootloader
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Q5: x86 Program Stack

4/20/22 23



Q5: x86 Program Stack
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Q5: x86 Program Stack
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Q6: Protected Mode Segmentation
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Q6: Protected Mode Segmentation
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Q6: Protected Mode Segmentation
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Q6: Protected Mode Segmentation
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Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

Multiply by 212



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

Multiply by 212

0x1000 * 0x1000 = 0x400000
[actual limit]



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

Multiply by 212

0x1000 * 0x1000 = 0x400000
[actual limit]



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

What about privilege level?



4/20/22 36



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

What about privilege level?



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

What about privilege level?
CPL: last 2 bits of 0x10 



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

What about privilege level?
CPL: last 2 bits of 0x10
last 2 bits: 00



Q6: Protected Mode Segmentation
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0x11111000 + 0x1010 = 0x11112010 

What about privilege level?
CPL: last 2 bits of 0x10
last 2 bits: 00 [ring 0]
ring 0 à can access DPL 0



Q6: Protected Mode Segmentation
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Q6: Protected Mode Segmentation
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Q7: Virtual Memory 
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Q7: Virtual Memory 
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Q8: Virtual Memory
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Q8: Virtual Memory
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Q9: Address Translation
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Memory Address Translation

Page Number [20 bits] Offset [12 bits]

Directory In. [10 bits] Table Index [10 bits]

Index Page Directory Entry

0 Address PT 1

… …

0x20 Address PT 10

0x3ff Address PT 50

PT 10 Page Table Entry

0 NO MAPPING

… …

0x48 0x10000

0x49 ox11000

PT 1 Page Table Entry

0 NO MAPPING

… …

0x30 Page Address x

0x49 Page Address y

PT 10 Page Table Entry

0 NO MAPPING

… …

0xaa Page address p

0xbb Page address q

Page Directory Page Table

Virtual Address

Physical Page



Q9: Address Translation

• 0x08020567
• VPN: 0x08020 Offset: 0x567
• 0000 1000 0000 0010 0000

• Higher 10-bits (PDX): 0x20
• Lower 10-bits (PTX): 0x20

• PPN: 0x345 Offset: 0x567
• 0x345567
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Q9: Address Translation

• 0x08020567
• VPN: 0x08020 Offset: 0x567
• 0000 1000 0000 0010 0000

• Higher 10-bits (PDX): 0x20
• Lower 10-bits (PTX): 0x20

• PPN: 0x345 Offset: 0x567
• 0x345567

4/20/22 50



Q10: Address Translation

• 0x08021333
• VPN: 0x08021 Offset: 0x333
• 0000 1000 0000 0010 0001

• Higher 10-bits (PDX): 0x20
• Lower 10-bits (PTX): 0x21

• PPN: 0x678 Offset: 0x333
• 0x678333
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Q10: Address Translation

• 0x08021333
• VPN: 0x08021 Offset: 0x333
• 0000 1000 0000 0010 0001

• Higher 10-bits (PDX): 0x20
• Lower 10-bits (PTX): 0x21

• PPN: 0x678 Offset: 0x333
• 0x678333
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Q11: Address Translation
(Permission Check)

• 0x08020212
• PDX: 0x20
• PTX: 0x20

• PDE à PTE_P, PTE_W
• PTE à PTE_P, PTE_U
• Set intersection (PDE ⋂ PTE) à PTE_P

• Valid (P), not writable, only for ring 0
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Q11: Address Translation
(Permission Check)

• 0x08020212
• PDX: 0x20
• PTX: 0x20

• PDE à PTE_P, PTE_W
• PTE à PTE_P, PTE_U
• Set intersection (PDE ⋂ PTE) à PTE_P

• Valid (P), not writable, only for ring 0
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Quiz 1 Statistics
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Backup
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Q6: Protected Mode Segmentation

0x22222000 + 0x999 = 0x22222999 

CPL? 0x8 = 1000
Last 2 bits = 00
Ring 0, can access DPL 34/20/22 57



Q6: Protected Mode Segmentation

CPL? 0x13 = 10011
Last 2 bits = 11
Ring 3, cannot access DPL 0

INVALID ACCESS!!
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