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ABSTRACT

Threshold cryptosystems eliminate a single point of failure by distributing the root of
trust in applications like key management-as-a-service, signature schemes and encrypted
data storage. However, existing threshold cryptosystems do not ensure availability when a
malicious adversary corrupts more than half of the devices in the network.

We present High Threshold Cryptosystem (HiTC), an iterative reboot-based framework
for threshold cryptosystem that is resilient against a malicious mobile adversary that can
corrupt up to all but one device in the network. With a careful design of rebooting devices,
HiTC ensures that a sufficient number of honest devices are always available in the net-
work to ensure that the system as a whole is always available. We also design a novel and
efficient resharing protocol to protect secrets in the presence of a strong mobile adversary.
We assess our security assumptions through case studies of real-world attacks and extensive
measurements. We implement HiTC atop a distributed symmetric key encryption system
and evaluate it using up to 18 AWS EC2 instances and up to 6 Raspberry Pis. Our evalu-
ation using AWS EC2 instances demonstrates that HiTC is practical and incurs an average
overhead of 20% over the baseline. Furthermore, the Raspberry pi setup performs poorly,
but preliminary results prove that enhancement in implementation can help achieve better

performance.
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Chapter 1: INTRODUCTION

Threshold cryptosystems have emerged as a promising approach to increase fault tolerance
and security of applications that depend on critical secret information. Such applications
include, but are not limited to signature schemes [1-3], encrypted data storage [4, 5] and
cryptocurrency wallets [6]. Furthermore, threshold cryptosystems are proposed as a fault-
tolerant mechanism for emerging applications such as the Internet of Things (IoT) and
ad-hoc sensor networks [7]. Corroborating this potential of threshold cryptosystems, NIST
has recently released their call for proposals to standardize threshold cryptosystems [8,9].

Threshold cryptosystems are parameterized by (n,t) where n denotes the total number of
devices among which a secret is shared, and ¢ denotes the minimum number of devices re-
quired to either recover the secret or compute any function of it. Furthermore, ¢ also ensures
that the contribution of less than ¢ devices does not reveal any information about the secret.
More specifically, the properties of any application using threshold cryptosystem needs to
satisfy correctness, privacy, and availability. These properties are defined in reference to a
centralized system that implements the same application. The system must satisfy these
properties even when an adversary corrupts up to t — 1 devices in the system.

Briefly, the correctness property ensures that the output (if any) of the distributed protocol
is semantically equivalent to the output of a non-faulty centralized system. The privacy
property ensures that an adversary corrupting less than ¢ devices learns no information
about the master secret key even after participating in the protocol execution. Lastly, the
availability property ensures that the system always needs to produce an output. We provide
more details about these properties in Chapter 2.

Note that to ensure availability in the presence of the malicious adversary, the number
of honest, i.e., n — ¢ needs to be greater than the reconstruction threshold ¢, i.e., t < n/2.
Otherwise, if t > n — t, then the faulty nodes may not respond to queries. In practice,
this happens due to bugs such as Heisenbugs [10,11] or deliberate malicious behavior by an
attacker.

To see this, consider an example of a threshold cryptosystem with 5 devices. If the
threshold ¢ = 4, the system is only resilient against 1 corrupt device. If an adversary more
than 1 device and these devices never respond, then the application will not be able to
compute the desired function. Alternatively, if we set a low threshold such as 2, the system
becomes less resilient against attackers that aim to learn the secret. This illustrates an
inherent trade-off between choosing a higher threshold and ensuring the availability of the

system. Existing work [4] circumvents this issue by either resorting to a weaker threat model



of a semi-honest adversary or operate with reduced fault tolerance.

In this paper, we propose HiTC, a reboot based framework for high-threshold cryptosystem
that guarantees all three properties even in the presence of a strong mobile adversary. Briefly,
HiTC circumvents the security-availability trade-off by strategically rebooting devices to a
benign state using minimal tamper-proof hardware. While doing so, HiTC ensures that
there are at least ¢ honest in the network at all times, which is sufficient for availability in
the threshold system at all times. Furthermore, with an appropriate choice of parameters,
our protocol reboots each node at least once in the network within the desired time interval.

Rebooting devices has been used to eliminate faults from systems and has been studied
extensively in the literature [12-21|. However, these proposals were targeted primarily for
single device systems and often use triggers to detect faulty behaviors and reboot devices.
Briefly, the main idea in these protocols is as follows. Every honest node monitors the
behavior of other nodes for adversarial behavior and runs an agreement protocol to identify
faulty nodes and restarts them [12,16, 20, 21].

One of the primary limitations of the approaches mentioned above is that they do not
ensure availability during reboots. Furthermore, these approaches can not protect the system
in the presence of stealthy adversaries. For example, a self-propagating stealthy adversary
can avoid triggers by behaving honestly till it corrupts the entire network.

Unlike the trigger-based approach, our iterative reboot-based approach described in Chap-
ter 3 successfully tolerates stealthy adversaries. Moreover, HiTC obviates the need of running
a byzantine agreement [22] among nodes as we do not need an agreement protocol to identify
faulty nodes. Therefore, HiTC has a much lower communication cost. This makes our proto-
col also suitable for networks of low-resource devices. We demonstrate this by implementing
our framework atop the DSE protocol of [4] and evaluating it atop AWS EC2 instances.

Our iterative reboots depend on the time an attacker takes to compromise a device and
access its file system. We refer to this delay as the attack time. We use attack time to
determine when to reboot devices in the network. For instance, an attack time of a seconds
imply that the attacker takes a seconds to attack any device(s). We assume that this attack
time holds even if the attacker tries to attack devices in parallel. For any such given attack
time a, HiTC reboots the required ¢ within every a seconds. We illustrate that in Chapter 3.3
that rebooting ¢ devices in this manner is sufficient to ensure availability. In Chapter 2.1 we

describe our system model and additional adversarial assumptions.

Case study. We look at some real-world attacks executed by the DARPA Transparent
Computing program during Engagement #5 [23| to compute the attack time in the network

in Chapter 5.1. The program looks at some real-world attacks and tries to identify behaviors



that indicate if the distributed system was under attack. A central database tracks the logs
of all devices in the network to identify such behaviors. The program database shows that
reboot was used 70% of the time as a resolution mechanism when the logs reported an
anomaly. Furthermore, the attack logs indicate that the average attack time is 480 seconds,

with 60 seconds being the shortest attack time.

Evaluation. We consider an existing threshold cryptosystem, Distributed Symmetric Key
Encryption (DSE) and extend it to HiTC with an iterative random reboot sequence. We
then evaluate the implementation on a testbed of 18 AWS EC2 instances. The original DSE
implementation emulated different parties as multiple threads on a single server. We extend
their implementation to a purely distributed environment where each party is a separate
AWS EC2 instance. Our baseline is this distributed DSE protocol. We have described our
implementation and the evaluation in Chapter 6. Our evaluation illustrates that HiTC incurs
20 % overhead in performance with 14.56 as the standard deviation in comparison with [4]
for both encryption and decryption queries for all choice of thresholds. This performance cost
can be further optimized by design choices mentioned in Chapter 8. Additionally, we also
implement an IoT network with six Raspberry pis. This illustrates that HiTC is concretely
efficient despite working in the presence of a much stronger adversary than the existing works
mentioned in Chapter 7.

In summary, we make the following contributions:

e We design HiTC a restart-based framework for increasing the availability of threshold
cryptosystem against a malicious mobile adversary that can corrupt all but one node

in the system.

e We provide a curated study and analysis of known attacks on distributed systems
available at [23]. From our analysis, we find that the average attack time is 480 seconds.
We also see that reboots were used 70% of the time as the resolution mechanism for

anomalous behavior in the network.

e We implement our framework HiTC atop the distributed symmetric key encryption
scheme of [4], evaluate it on a distributed system with 18 AWS EC2 instances and
6 Raspberry Pi instances. Our evaluation illustrates that HiTC is practical and con-

cretely efficient.



Chapter 2: BACKGROUND AND PRELIMINARIES

In this section we will provide the background necessary to understand this work and also
provide the brief description of our primary example of distributed symmetric key encryption
scheme. Our definitions of symmetric key encryption scheme are inspired from the definitions
of [4].

2.1 SYSTEM ASSUMPTIONS AND THREAT MODEL

2.1.1 System Assumptions

We consider a fully connected network of n devices i.e., every pair of devices in the network
are connected with pair-wise authenticated and reliable channel. Such channels can be
constructed using public-key cryptosystems with encryption and signature capabilities (e.g.,
RSA, ElGamal, etc.) Also, we assume the presence of a trusted owner O of the network that
initializes the secret keys of all devices. In practice, O could be the network administrator or
the end-user itself. We assume that the network is synchronous i.e., messages sent between
honest devices are delivered within a known bounded time. Also, we assume that every
device in the network has access to a common global clock. Note that, since we assume that
the network is synchronous, such synchronized clock with an error of one round-trip time can
be implemented using a peer-to-peer clock synchronization protocol [24]. Furthermore, since
we envision that our system will be used in real-world applications like Home-Automation
systems, Key Management-as-a-Service [5,25-29|, where the network latency are in the order
of few milliseconds, we believe that our assumption about clock is reasonable. Lastly, we

assume that every node in the network has access to local source of randomness.

2.1.2 Threat Model

We consider the presence of a mobile adversary that at any given point in time can corrupt
up to t devices in the network for any ¢ < n — 1 i.e., the adversary can compromise all but
one node in the network. Once an adversary compromise a device, it can access all the
internal state of the compromised devices. Moreover, the compromised device can deviate
arbitrary from the specified protocol. Some potential attacks include, adversary can force
the devices it controls to share incorrect or even malicious encryption/decryption queries.

Furthermore, the adversary can force the compromised devices to arbitrary drop messages



or not participate in the protocol at all. Additionally, adversary can also monitor the state
of the network to observe which nodes rebooting at any given point in time. Lastly, since we
consider a mobile adversary we allow the adversary to uncorrupt a device (either deliberately
or due to HiTC) and corrupt the device again at a later point in time.

However, we assume a inherent delay in compromising a new device in the network. In
particular, we assume that the adversary takes at least a units of time to corrupt a device.
Also, we assume that each device can be rebooted to a well-defined benign state where the
rebooted device can communicate with other devices within at most r units of time. Also
we assume that the attack time a is at least m - r for an integer m > 1. In particular, for
any given n and t in Chapter 3 we illustrate that m needs to be at least [(n+1)/(n —t)].
For example, when ¢t = n/2 i.e., the adversary can corrupt up to half of the devices in the
network we require m to be at least 2. Our case study of various attacks logged by Darpa [23]
illustrates that this is a practical assumption for many real world applications.

We assume that every device has a tamper resistant rebooting mechanism which is inac-
cessible to the adversary. In particular, an adversary can not tamper with or interrupt, such
as setting up a hardware timer for rebooting scheduler or simply disable the administrator
for end devices to prevent rebooting process interrupted by any users (including adversary).
We will provide more details on how to realize such timers for various application setting
in Chapter 2.3. Lastly, we assume that the adversary can’t break the standard cryptographic

assumptions such as cryptographic commitment schemes.

2.2 THRESHOLD SECRET SHARING

A (n,t) threshold secret sharing scheme enables us to share a secret s € Z, among n
devices such that any subset of ¢ of or more devices can recover the original secret, but the
secret remains hidden fro any subset of ¢ — 1 or less devices [30,31]|. Throughout our paper,
we use the common Shamir secret sharing [30] scheme, where the secret is embedded in a
random degree ¢t — 1 polynomial in the Z, for some prime ¢. In particular, to share a secret
s, a polynomial of degree ¢ —1 is chosen such that s = p(0). The remaining coefficients of the
polynomial p(-), a, as, - - - , a; are chosen uniformly randomly from Z,. Hence, the resulting

polynomial p(x) is defined as:
p(z) = s+ aix + apr® + -+ ap_ 2" (2.1)

Each device is then given a single evaluation of p(-). In particular, the i*" device receives

p(i) i.e., the polynomial evaluated at i. Given any ¢ points on the polynomial p(-), one can



efficiently reconstruct the polynomial using Lagrange Interpolation. Also note that when
s is uniformly random in Z,, s is information theoretically hidden from an adversary that

knows any subset of ¢ — 1 or less evaluation points on the polynomial other than p(0) [30].

2.3 HARDWARE TIMER

As we describe in Chapter 2.1 HiTC uses tamper-resistant rebooting mechanisms to re-
move adversaries and get the system to a well-defined safe state. Such mechanisms can be
implemented in several ways, of which we describe two approach below.

For resource-constrained devices such as Home Automation systems mentioned in the Chap-
ter 5.2 we can use an external watchdog timer [32] to implement tamper-resistant reboot
mechanism. A watchdog timer is a software timer used to detect and recover from computer
malfunctions. Typically, watchdog timers have counters which a user program regularly re-
sets. In general, the resets are done through a watchdog control port. Failure to reset the
due to issues like runaway code and hardware faults results in rebooting the system. As
in [18], in HiTC, we configure the watchdog timer API to set the counter time only once
immediately after reboots. Any subsequent calls to reset the watchdog timer before the next
reboot are ignored. It is important that we use an external hardware timer, such as [33],
as it uses a separate clock source that provides better reliability. Furthermore, if properly
configured, it cannot be bypassed by runaway code.

Alternatively, scheduled reboots in cloud environments can be done using the utilities
provided by service providers [34]. For example, AWS allows rebooting of devices using
the Amazon EC2 console, a command-line tool, or the Amazon EC2 API. Moreover, if the
system doesn’t shut down cleanly after initiating the reboots, AWS performs a hard reboot

of the instance within a few minutes.

2.4 DISTRIBUTED SYMMETRIC-KEY ENCRYPTION

As described in the introduction, throughout this paper we will use the distributed sym-
metric key encryption (DSE) [4] as a running example. Hence, we briefly define the problem
of distributed symmetric key and its properties.

Distributed symmetric-key encryption (DSE) scheme consists of a setup phase and two
interactive algorithm which we refer to as the DisEnc and DisDec. The setup phase is used
to generate the master-secret key sk and the corresponding secret shares of each device. We

denote these shares with [skq, ska, ..., sk,] where the share of the devices i is denoted with



sk;.

To encrypt a message m using the DisEnc algorithm, a device, referred to as the encryptor,
interacts with ¢ (including itself) devices in the network and requests for a partial encryption
on the message. Each of these requested device uses their share of the secret key to compute
the partial encryption of the message and sends the responds back to the encryptor. Note
that the computation each device performs to generate the partial ciphertext needs to be
independent of the message. Otherwise the device computing the partial encryption will
learn information about the message, which is undesirable. The encryptor upon receiving
responses from these ¢ devices, aggregates them to compute the ciphertext encrypted using
the master secret key, i.e., ¢ = Enc(sk,m).

Analogous to the encryption process, using the DisDec protocol, a device with a ciphertext
¢, referred as the decryptor, requests ¢ (including itself) devices for the partial decryption
of ¢. Each of these devices uses their share of the master secret to compute the partial
decryption of ¢ and sends their response back to the decryptor. The decryptor upon receiving
the partial decryption from ¢ devices (including itself), uses them to recover the message
m = Dec(sk,c). Note that the encryptor and decryptor can be two different devices in
the network. We require a DSE protocol to satisty the following properties: Correctness,

Message Privacy and Awvailability. We briefly describe each of these properties next.

Correctness. As we briefly describe in Chapter 1 the correctness property ensures that
the distributed encryption and decryption process emulates the encryption and decryption
process using a central trusted party that holds the secret key sk. More specifically, the
correctness property ensures that a ciphertext ¢ of a message m generated by an honest
encryptor using DisEnc upon decryption using DisDec returns m. Agrawal et al. [4] also
describes an stronger notion of correctness where if a subset of the devices involved in
the encryption process is malicious, the encryptor is allowed to output a default value L.
Similarly, if a malicious device is involved in the decryption process, the decryptor is allowed

to output the default value. We refer reader to [4| for more details on these properties.

Message Privacy. The message privacy property of DSE is defined via a chosen plaintext
attack (CPA) game [35]. Briefly, in the CPA game an adversary, A, receives ciphertexts on
messages of its own choice before and after a challenge phase where A needs to guess between
encryption of two messages chosen by the adversary. Intuitively, the CPA game captures the
scenario that we seek a protocol ensure message privacy even when A can encrypt messages
of its own choices.

Since the standard CPA security game is defined for a single device setting, following

modifications are introduced in the CPA security game of DSE. In the CPA security game



of DSE A can engage in two types of encryption queries. First, A can use the DisEnc
interface to encrypt any message of its own choice. Second, A can invoke any honest device
of its choice to initiate an encryption on a message A chooses. For both type of encryption
queries A learns the final ciphertext and the entire transcript of every device corrupted by
AFurthermore, A can influence the corrupt devices to deviate arbitrarily from the specified
protocol. Intuitively, these captures situations where an attacker may manipulate honest
devices to encrypt messages chosen by the attacker and reveal the corresponding ciphertext.

Additionally, DSE also requires that when the decryptor is honest, A learns no information
about the underlying message. This needs to hold even when A corrupts up tot — 1 of ¢
devices that participates in the decryption process. The CPA security game of DSE captures
this notion by allowing the adversary to invoke a honest device to decrypt a ciphertext chosen

by A. In fact, A may even invoke an honest decryptor to decrypt the challenge ciphertext.

Availability. The availability property of DSE ensures that whenever an honest encryptor
initiates the DisEnc with a message m, the DisEnc outputs a valid encryption of message
m using the master secret key. Similarly, an honest decryptor should be able to decrypt
its ciphertexts at all times. Moreover, we seek to ensure availability of DSE for any given
encryption threshold ¢ < n. It is easy to see that the availiability property is extremely
crucial in systems that requires the system to be available at all times. Such example
includes but not limited to mission critical scenarios such as nuclear power plants, aircrafts,

vehicles, etc.



Chapter 3: HITC DESIGN

We will first start with an overview of HiTC and describe the details next. Recall
from Chapter 1, in addition to correctness and message privacy, HiTC seeks to ensure avail-
ability of the underlying threshold cryptosystem. Moreover, HiTC aims to ensure these

properties even when a malicious adversary A can corrupt all but one device in the system.

n = 5,t = 3 , n = 5,t =4
dy da
ds ds ds ds
d. dz da 2
@) : (b)

Figure 3.1: An example network of 5 devices {dj,ds,...,ds} that illustrates that without any
additional mechanism, for any given n, ¢t can be at most (n+1)/2, i.e., in our example of 5 devices,
t can be at most 3 (as illustrated in part (a)). If ¢ > 3, then as illustrated in part (b), the system is
not available because the adversary can corrupt device do, ds, and d5. As a result, shares of device
dy and dy4 are not sufficient for the application.

One reason why such a requirement is non-trivial to achieve is that, when the threshold is
t, at least t devices are needed for the threshold cryptosystem to make progress. For example,
in DSE to encrypt a message m the encryptor queries ¢ devices for partial encryption on
the message. However, since A can corrupt up to ¢t — 1 devices in the network, the corrupt
devices may never respond to the encryption queries. As a result, only n — (¢ — 1) devices
are guaranteed to respond with the partial encryption. If n — (¢t —1) < ¢, then the n— (t — 1)
responses are insufficient to encrypt the message. This illustrates, without any additional
mechanism n — (¢ — 1) needs to be greater than ¢, i.e., n > 2t — 1.

Figure 3.1 illustrates this for an example network with n = 5 devices. For example,
Figure 3.1.a illustrates the case when t = 3 i.e., A can corrupt up to two devices. Thus,
three devices are sufficient for the application to make progress. As a result, even if the
A corrupts two devices, say do and ds, the remaining devices dy,ds and ds can finish the
application requirement. For example, in DSE, device d;, d4 and d5 can successfully encrypt
any message or decrypt any ciphertext using their shares. Alternatively, in Figure 3.1.b we
consider t = 4 i.e., four devices are required for the application to make progress and A can
corrupt up to three device. Hence, if A corrupts device ds, d3 and d5, then shares of device d;

and d4 are insufficient for the application to make progress. Hence, such a threshold system



does not ensure availability.

HiTC circumvents this inherent limitation and tolerates arbitrary threshold i.e., t < n,
by periodically rebooting potentially faulty devices to a safe state. Moreover, HiTC reboots
devices in a iterative manner to maintain the following invariant. For any given threshold
t, at any given time, at least ¢ devices in the network are guaranteed to be honest. As a
result, these devices will always participate in the threshold protocol. Next we give detailed
description of HiTC.

Definitions. HiTC has slots, a small time window where HiTC reboots a small subset of
devices. The time duration of a slot is the time it takes for a device to reboot and participates
in the threshold protocol after rebooting. We denote the duration of a slot with r. In each
slot HiTC selects a subset of devices to reboot. These devices then reboot themselves at
the start of the slot and hence are available to participate in the protocol by the end of the
corresponding slot. Concretely, in our evaluation, we observe an average reboot time of 20.93
seconds for AWS EC2 instances and an average reboot time of 25.3 seconds in Raspberry Pi
4.

In figure 3.3 we provide an overview of HiTC in a network of 7 devices, with threshold
of 4. Also, in the situation described in the Figure, HiTC reboots two devices every slot.
The network is initialized as shown in figure 3.3(a), and during initialization all devices are
honest.

Figure 3.3(b) illustrates the state of the network one slot after the initialization. In the
first slot, HiITC reboots device d3 and d4 and hence, at the end of first slot these two device
are available to participate in threshold protocol.

We denote a sequence of m > 1 slots as an epoch. We refer to an epoch by the starting
slot number of the epoch. For example, when an epoch starts in slot £, we refer to it the ¢
epoch. The size of the epoch, i.e., m, is a system parameter and can be application specific.
In our design and evaluation, we choose m based on the estimate of the time an attacker
require to corrupt a device. In particular, if an attacker takes a seconds to compromise an
device and the reboot time of a device is r, then m is chosen such that a > m - r. Stating
differently, m is a representative of time in number of slots an attacker takes to compromise
an device. For example, in Figure 3.3, we consider an attack time a = 40 seconds and
reboot time r = 20 seconds. Hence, we get m = a/r = 2, i.e., each epoch is 2 slots long.
Additionally, to ensure availability for any given n and ¢, we also require that m is at least
t/(n —t). For better exposition, we provide more details about this bound in Table 3.1.

Next we calculate the number of devices we need reboot in any given slot and in any given

epoch to ensure availability. Since an attacker takes at least m slots to corrupt an device,
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a naive strategy would be to reboot all the devices after every m slots. This will ensure
that no device will ever be corrupt. However, one issue with this approach is that, since
we reboot all the device at once, when the nodes are getting rebooted, no device will be
available to serve the application. Furthermore, this approach does not take the threshold ¢

into consideration, and as as a result can be highly inefficient when ¢t < n.

3.1 OUR APPROACH

Input HiTC
Threshold
Cryptosystem > Generating Reboot Sequence
(t.n)

Attack time, a

Calculate
epoch size

Reboot time, r i

Hardware
Raspberry Timer
Pi

Calculate devices to
reboot per slot in Cloud

one epoch ﬁ} Instances ﬁ}
{a

Network of Heterogenous Devices

Figure 3.2: Overview of HiTC. In HiTC we determine the reboot sequence using the given parame-
ters t and n. We then calculate the size of an epoch using attack time and reboot time. We use this
epoch size and threshold ¢ to find the number of devices we need to reboot per slot. Each device
then uses this slot information and generated reboot sequence to find its next reboot time.

We illustrate the overall design of HiTC in Figure 3.2. Briefly, for a (t,n) threshold
cryptosystem HiTC uses n, i.e., the number of nodes in the network to generate a reboot
sequence described in 4. In HiTC, we calculate the size of an epoch using attack time (time
to access the shared secret on one device) and reboot time (time for a node to reboot and
participate in the threshold protocol). We determine the number of devices rebooted per
slot using the epoch and threshold (number of devices needed to encrypt/decrypt). All
devices in the network use the generated reboot sequence and calculated slot information to
determine their next reboot time. Note that every device calculates this next reboot time
as soon as they boot up. We will now describe in detail how we calculate the number of

devices rebooted per slot.
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Figure 3.3: An example of how devices are rebooted in a network of 7 nodes {dy,ds, ..., d7} with
t = 4 as the encryption threshold. During initialization, the owner initializes a reboot sequence
{d3,dy,dgs,ds5,d1,d7,d2} and devices are rebooted in accordance to the given sequence. Here, 2
devices are rebooted in each slot. Recall that each slot is the time it takes for a device to reboot and
respond to encryption and decryption queries. For example, during the first two slots {ds, d4, dg, d5 }
are rebooted. Next, {ds,d4,ds,ds} are rebooted in the next two slots.

We use the following observations to calculate the number of devices that needs to be
rebooted in any given slot. Let k& be the number of devices that are rebooted in any given
slot. For any given threshold ¢, to ensure availability at all times, it is sufficient to ensure
that at least ¢ distinct honest devices are available at all times. Furthermore, based on our
system model, we know that once a device is rebooted it remains honest for up to m-r units
of time. We combine these to decide the number of devices to be rebooted in any given slot.

For any given t and m we describe our approach for ¢ > m and t < m separately. When
t > m, HiTC reboots k = [t/m] devices in every slot. Moreover, in any consecutive m slots,
i.e., in each epoch, HiTC reboots each device at most once. As a result, in each epoch of
m slots, HiTC reboots at least m - k > ¢ devices. For example, in Figure 3.3, since m = 2
and t = 4, HiTC reboots k = t/m = 2 devices in each slot, and ¢ distinct devices in every
epoch. In particular, HiTC reboots device ds and dy during slot 1 (figure 3.3.b), and dg
and ds during slot 2 (figure 3.3.c). Hence, HiTC reboots device ds, dy, dg and d5 in epoch 1.
Similarly, HiTC reboots di, d7, d>, and ds in epoch 3.

When t < m, HiTC reboots at most one device per slot. Moreover, HiITC reboots a device
in slot ¢ if an only if £ mod m is less than ¢. We illustrate this scenario in Figure 3.4, where
n="T,t=2, and m = 4. Observe, that HiTC reboots at most one node per slot. Moreover,
we only reboot nodes in slot 1 and 2 because both 4 mod 4 = 0 and 5 mod 4 = 1. Also, we
do not reboot any device is slot 3 and 4 because both 6 mod 4 = 2 and 7 mod 4 = 3, which
is greater than or equal to 2.

Note that HiTC always reboots at least ¢ distinct devices for every epoch. As described

12



Link between + Link between
Honest & Honest : Honest & Corrupt

) Network Owner |OH0HCSld€ViC& @Honeleevice‘ Cormupt
Not updated Updated Device

(a) Network initialization state (b) Network state after slot (c) Network state after slot; (d) Network state after slot (d) Network state afer slot,

Figure 3.4: An example of how devices are rebooted in a network of 7 nodes {d,ds, ..., d7} with
t = 4 as the encryption threshold. During initialization, the owner initializes a reboot sequence
{d3,dy, dg,ds5,dy,d7,ds} and nodes are rebooted in accordance to the given sequence. Here, 2 nodes
are rebooted in each slot. Recall that each slot is the time it takes for a device to reboot and
respond to encryption and decryption queries. For example, during the first two slots {ds,ds} are
rebooted. Next, {ds,d4, dgs,ds} are rebooted in the next two slots.

earlier, the idea is to ensure that at least t distinct devices are available that are required

for the cryptosystem.

Mbound. One subtle point to consider is that k£ can not be arbitrarily large. Specifically, k
must be smaller than n — ¢, because k > n — t implies ¢ > n — k, hence, when k devices are
getting rebooted this would imply that there are not enough live devices during that slot to

ensure availability. As a result, we require that:

t
[——‘ <n—1t=m2>

;assuming m divides ¢ (3.1)
m t

n—

Equation (3.1) illustrates that for any given n and ¢, there is a minimum m and hence the
minimum attack time HiTC can tolerate while ensuring availability of the threshold system.
In Table 3.1 we illustrate the minimum values of m HiTC can tolerate. In summary, for
any t up to n/3, HITC can ensure availability for even m = 1. For ¢ larger than n/3, the
minimum value of m increases to up to t. Also, when t = n, i.e., all devices are required for
the threshold system to make progress, HiTC can not reboot any device, because rebooting
even a single device would violate availability.

In our case study we observed the minimum attack time to be 60 seconds which corresponds
to m = 2. This illustrates that HiTC can defend against all attacks even for threshold of up

to n/2. But, as t increases, HiITC only ensures availability against attacks that takes longer.

One component of HiTC we have not discussed so far is: how to select the devices that
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Table 3.1: Minimum required m for any given threshold ¢ and n > 3.

Thresholdt 1 n/3 n/2 2n/3 n-1 n

Minimum m 1 1 2 3 t=n—-1 —

Table 3.2: Ilustration of privacy violation in a network of 7 devices {dy,ds,...,d7} with t = 4,
m = 2. As aresult £k = [t/m] = 2 i.e.,, HITC reboots two devices in each slot. The row in red,
illustrates the the devices a mobile adversary A can corrupt in each slot. For example, in slot 2,
HiTC reboots devices ds and dy and A can corrupt device do. Similarly, during slot 3,4 and 5, A
can corrupt devices do, d4 and dg, respectively.

Slot |1 2 3 4 5 6
Devices rebooted dl, Cl2 dg, d4 d5, d6 d7, d1 dg, d3 d4, d5
Malicious devices | — — dr do dy dg

will be rebooted in any given slot. We observe that as long as we reboot at least ¢ distinct
devices in each epoch, the exact order in which devices are rebooted are not crucial to ensure
availability. That being said, the exact order of rebooting devices might be critical in many
applications and we discuss it next. We provide more details on this in Chapter 4 and

analyze HiTC next.

3.2 RESHARING OF KEYS

Since HiTC allow the A to corrupt additional nodes with time, without the provision
to update the shares of each devices, A will be able to eventually corrupt enough devices
to recover the master secret and hence violate the privacy of the threshold cryptosystem.
We describe such a scenario where the attacker successfully recovers the master secret in
a network of 7 devices {dj,ds,...,d7} with t = 4 and m = 2. In this example, since
k = [t/m] = 2, i.e., HITC reboots two devices in every slot. Let s be the master secret
shared among all devices and s; be device d;’s share of s. For the network in consideration,
Table 3.2 illustrates the set of devices HiTC reboots in each slot along with the possible set
of corrupt device in each slot.

Observe that HiTC reboots device d; and ds in slot 1, reboots device d3 and dy4 in slot 2,
etc. Similarly, since m = 2 and all devices were rebooted at the start of the system, A does
not corrupt any device till slot 2. During slot 3, A can corrupt device d; as m = 2 intervals
has passed already since d; was rebooted, i.e., since the start of the system. Similarly, A
corrupts device dy, dy and dg at the start of slot 4,5 and 6, respectively. Since A gets access

to the secret share of a corrupt device, at the beginning of slot 5, A will have access to a total
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of 4 shares of the master secret, namely s7, s9, s4 and sg. Since the reconstruction threshold
is 4, these four shares are sufficient for A to reconstruct secret s. Note that, throughout this
example, HiTC ensures availability of the system at all times, as at least four devices were
available in every slot.

A naive approach to handle this issue would be reboot each device within m slots i.e.,
within @ units of time from its last reboot. This will ensure that the attacker can not corrupt
any device and will never recover the secret. Note that this approach will require us to reboot
all the devices in every m slots, where as our approach would require us to reboot ¢ devices
in every m.

HiTC uses Proactive Secret Sharing (PSS) to protect the master secret in the above men-
tioned scenarios. Proactive secret sharing was introduced by Ostrovsky and Yung [36], where
the idea is to periodically refresh the share of each device. As a result, to recover the secret
an adversary needs to corrupt at least devices within a short span of time.

Although PSS is a useful primitive in itself, it is not immediately clear on how to use PSS
in our setting. The subtlety arises due to the differences in the threat model. Briefly, existing
PSS schemes refreshes shares of each device after a pre-specified time interval, referred to as
the phase. Their threat model assumes that an adversary can corrupt at most ¢ devices within
each phase. Alternatively, HITC considers a much stronger adversary where the corruption
rate is only limited by the attack time a and the adversary can corrupt all devices in parallel.
For example, if no devices are rebooted for more than a units of time, then the attacker can
corrupt all n devices. As a result, it is not clear how to use existing proactive secret sharing
ideas to protect long term secrets in our threat model.

More concretely, we will describe a scenario where the direct use of existing PSS scheme
is not useful. Consider a similar scenario as in Table 3.2 for a network of n devices with
t > n/2 as its threshold where HiTC reboots k devices in each slot. It is easy to see that
there exists slots where there are exactly n — (¢ 4+ k) malicious devices in the network. Let
¢ be one such slot. Then, if we refresh the share of each device during slot ¢ and the refresh
protocol terminates successfully, then by the end of the the refresh protocol, adversary will
have access to at least n — (¢ + k) new shares of the master secret. Consider t = n/2, then if
the A corrupts k new devices in the next slot, which the A will be able to do in our threat
model, we will loose privacy by the next slot. This is true independent of m or the attack
time.

Ideally, based on our threat model, we would expect that once we update the shares of
each device, A will not be able to recover the master secret for at least m slots. However,
as we illustrated above, this is not the case. Next, we describe the modification we make

in the existing PSS scheme so that once we reshare the shares of the devices, the A will
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not be able to recover the secret up to m — 1 slots. Furthermore, in a sequence of every
m slots, we reboot only ¢ devices instead of all the nodes. Additionally, we run the PSS
scheme once in every m slots. Moreover, unlike existing PSS scheme, our PSS scheme is
communication efficient. In particular, it has a communication cost of O(n?) and does not
require any broadcast channel.

Let ¢ be the slot where HiTC runs the resharing phase for the secret. Also, let H, be the
set of devices that are honest during slot ¢. Note that |H,| > t and H, consists of devices
that were rebooted during slot [¢ — m, ¢ — 1]. Then, in HiTC the PSS resharing protocol is
only run among the devices in Hy. Furthermore, once the resharing phase terminates, only
the devices in H, gets their new share. All other devices do not learn their updated shares
immediately. Instead, the remaining devices learns their updates shares next time they are
rebooted.

Concretely, in HiITC the master secret s is shared among devices using a degree-(t,t)

bi-variate polynomial uZ,[z,y] where ¢ is a prime and

i=t,j=t

u(z,y) = Z u; 'y’ (3.2)

i=1,j=1

Then the master secret s = u(0,0) and shares of device d; are two polynomials a;(y) and
b;(x) defined as a;(y) = u(i,y) and b;(z) = u(z,). Also, d; uses s; = a;(0) as its input to the
threshold cryptosystem. With this new secret sharing scheme, after the resharing protocol
terminates the new shares of each device d; € H, are polynomial a;(y) and b}(z).

Let R, be the set of devices that are rebooted in slot £. Then to assist a device d; € Ry
to recover its new share, each device in d; € H, sends a;(j) and b;(j) to device d;. Device d;
upon receiving messages from ¢ + 1 distinct devices in H, interpolates them using Lagrange
interpolation to construct a(y), b;(z) and sets s; = a;(0). We refer the reader to [37] for
more details on this.

Let Hy.; denotes the set of devices that are guaranteed to be honest in slot /41 and have
received new shares of the master secret. Note that Hy; = {H, U Ry} \ Xy11. Here X,
is the set of devices A corrupts at the beginning of slot ¢ + 1. Then during slot ¢ 4 1, the
devices in Hy,, assists the devices in Ry4q to get their new shares and this cycle continues
for m slots i.e., till slot £ +m. Then during slot £+ m, devices in Hy,,, reruns the resharing
protocol to refresh shares of the master secret. We analyze in Chapter 3.3 that our resharing
techniques ensures that upon resharing, the master secret remains inaccessible to the strong

mobile adversary considered in our system.
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3.3 ANALYSIS

We will first argue that at any given point in time, at least ¢t honest devices are always
available for the threshold system. This immediately implies that HiTC always ensures

availability. Throughout the paper we follow the convention that slot number starts and 1.

Lemma 3.1. For any given n,t and m > t/(n—t), HITC ensures that at least t devices are

available in every slot.

Proof. The lemma is trivially true for the first m slot of the system. For a slot £ > m, we
will first calculate the number of devices that gets rebooted in slots [¢ — (m+1),¢— 1] (both
inclusive). This is because all the devices rebooted during the interval will remain honest
during slot m.

When ¢t > m, HiTC reboots at least [t/m] devices per slot. Thus, HiITC will reboot at
least ¢ devices in every m consecutive slots, including in slots [¢ — (m + 1), — 1]. When
t < m, HiTC reboots a device in each slot ¢ where ¢/ mod m < t. Since there are exactly
t such slots within any consecutive m interval, this implies that HiTC reboots exactly ¢
devices during the interval [¢ — (m + 1),¢ — 1]. QED.

For any given t, since ¢t honest devices are sufficient for the threshold cryptosystem to
make progress, Lemma 3.1 implies that HiTC ensures availability at all times. Another
consequence of Lemma 3.1 is that any proactive secret sharing protocol can be used to
implement the re-sharing phase of HiTC. We next argue that upon resharing at any given
slot ¢, the secret remains inaccessible to A till slot ¢ + m without any resharing of shares in

between.

Lemma 3.2. For any given slot ¢, if HiTC runs the resharing protocol during slot ¢, then
the master secret remains inaccessible to the attacker till slot £ +m even when no resharing

protocol is run during slots during [¢ + 1,0+ m)].

Proof. When HiTC reshares the shares of the master secret during slot ¢, the set of shares
accessible to A are only the the shares of the devices that become corrupt after slot £. For any
slot ¢ > ¢, let X, denote the set of devices A corrupts during slot ¢. Then by construction,
l4+m
> Xe| <t (3.3)

=041

Equation (3.3) implies that the total number of device A corrupts between slot £ 4+ 1 and
¢+ m (both inclusive) is less than n, which completely hides the master secret s. QED.
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Chapter 4: SELECTING REBOOT SEQUENCE

In this section we will describe two different approach to select the order in which devices
need to be rebooted. In later part of this section, we will argue that both of these approaches

will be useful in different applications.

4.1 SEQUENTIAL REBOOT SEQUENCE

Recall from Chapter 3, for any given threshold ¢, to ensure availability at all times, the
requirement is to reboot t distinct nodes in every epoch. The most natural approach to
reboot devices to satisfy this requirement is to reboot in a round robin manner according to
their device identities. Here on, we will call this as the sequential approach and describe it
in detail next.

Let di,ds,...,d, be the identities of the devices. Also, let R, be the devices rebooted
during slot ¢. When ¢ > m, in the sequential approach, HiTC reboots k = [t/m] devices
in each slot. In particular, during slot ¢, HiITC reboots all devices d; where j = (k(¢ — 1) +
i)modn forallt=1,2,... k.

Alternatively when ¢t < m, as described in Chapter 3 HiTC reboots at most one device
per slot. Additionally, there are slots when HiTC do not reboot any device. Specifically,
during a slot ¢, HiTC reboots a device only if (¢ — 1) mod m < ¢ and do not reboot any
device otherwise. Also, for a slot ¢ where (¢ — 1) mod m < t, HiITC reboots the device with
identity d; where,

j=((—=1)/m]-t+ (¢ —1) modt) modn (4.1)

Stating differently, in the sequential approach with t < m, HiTC reboots a device in slot
¢ if and only if (¢ — 1) mod n < ¢t. For any such slot ¢, HITC reboots the next device in a
round robin manner.

Figure 4.1.a and 4.1.b illustrates these two scenarios in a network of 5 devices dy, ds, . . ., ds.
In particular, Figure 4.1.a illustrate the order of reboots when ¢t < m and Figure 4.1.b
illustrates the order of reboots when ¢ > m. For both of the scenarios, we assume the attack
time a to be 40 seconds and reboot time r to be 20 seconds. As a result, m in both the
scenarios is a/r = 2. In figure 4.1.a we choose t = 1, hence HiTC reboots at most [t/m]| =1
device in each slot. Furthermore, as described above, when t < m HiTC reboots a device in
a slot ¢, only when (¢ — 1) mod m < t. Hence, HiTC reboots device only in slot 1,3,5,. ..,
etc.

For Figure 4.1.b we choose t = 3, hence k = [t/m] = 2 i.e.,, HITC reboots two devices
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in every slot in a round robin manner. Specifically, in our example, HiTC reboots device d;

and dy in slot 0, device dy and d3 in slot 1, device d5 and d; in slot 2, and so on.

d4 E d4
ds ds i ds ds
dl d2 ; dl d2
a=40,r = 20,t = 1 a = 40,r = 20,t = 3
= m=2,s =1 ; = m = 2,58 = 2

| 1 | 2 | 3 | 4 4L | 1 | 2 | 3 | 4
T dy | T dy | TiTdy,dy T ds,dy Vds,di T da,d3 !
Figure 4.1: Ilustration of sequential reboot approach in a network of 5 devices di,ds,...,ds. In

both examples, we consider attack and reboot time as a = 40 and r = 20 seconds, respectively.
Hence, m = a/r = 2. For part (a) we pick t = 1 < m and for part (b) we pick t =3 > m.

Remark. Note that the order in HiTC reboot devices need not be in the same order as
the identity of the device. In fact, any arbitrary order will have the same effect on the
security and performance of the overall system. The main idea is to reboot devices in round
robin manner. One of the primary advantage of the sequential approach is its simplicity
and efficiency. For example, for any given slot, each device can locally determine whether it
should reboot itself during that particular reboot or not. Additionally, each device can also
compute the subset of devices that were rebooted during the last m slots.

Our evaluation illustrates that this property is useful for performance because it enables
each device to locally compute the identity of the available nodes.

The downside of this approach is that the reboot sequence is deterministic and is fixed
given n,t, and m. An attacker can potentially exploit this deterministic nature to corrupt
devices strategically to remain longer in the network. To avoid such issues, we next describe

a randomized reboot selection approach.

4.2 RANDOM REBOOT SEQUENCE

Intuitively, to prevent the attacker from identifying the order in which devices are rebooted,
the natural approach is reboot devices in a random order, i.e., reboot a random subset of

devices in every slot. However, there are many inherent challenges associated with this
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approach. In particular, these challenges include but not limited to including figuring out
answers to questions such as: (i) For any given slot, how many and which devices should we
reboot in that slot; (i7) Even if the protocol designer knows which devices to reboot in any
given slot, how will the devices will know or identify the slot they need to reboot, (iii) how
to analyze the correctness of this approach, i.e., at least ¢ distinct devices gets rebooted in
every m slots, and argue that this approach prevents an adversary from learning the slots
when honest nodes will get rebooted.

These challenges can be addressed with the assistance of a trusted owner, O, provided
each device is equipped with a tamper-resistant networking stack to interact with the O.
Briefly, the O can sample locally sample random sequences and notify each device about
the slot the device needs to reboot itself. Note that in applications where trusted owners
are realistic assumption, this approach is highly efficient in terms of communication and
computation cost. Such application potentially include home automation system, where the
network owner could be the end user. However, assuming existing of such owners for general
systems is against the thesis of a threshold cryptosystem, as the owner becomes the single
point of failure.

An naive approach to reboot devices in a random order without the help of the owner
is as follows. In every slot, each locally samples a biased bit b and reboots itself if b = 1.
Let p be the probability of b = 1, then the expected number of nodes that gets rebooted in
each slot is np (expected value of n independent Bernoulli trials). As a result, if we choose
p = t/(nm), then on expectation ¢ will be rebooted in every m consecutive slots. However,
the issue is that, to ensure reboot of ¢t nodes in m slots with high probability, p > t/nm [38].
Additiionally, to ensure availability we require that at most n — ¢ devices gets rebooted in
any given slot with high probability. Thus we also need that p < (n —t)/n. Combining the
above we get that for a valid p, m > (n — t)/t, i.e., the attack time needs to very larger,
thus restricts the class of attacks the protocol will be able to protect against.

An alternate approach is to run a secure multi-party computation (MPC) [39] among the
devices to generate the random order in which the devices should be rebooted. The idea
is to periodically invoke the MPC protocol to generate the next slot for each device when
the device needs to reboot itself. Observe that, the random order is essentially a random
permutation of {1,2... n}, where the position of ¢ in the permutation determines the slot
device i should reboot itself. It is important to note that, for a permutation 7, the MPC
protocol must reveal to node i, only its position in 7. As such a protocol ensure that upon
corrupting a device, the adversary will learn only about the slot of the corrupt device and
not others. The major drawback of MPC based approach is their inefficiency, which makes

them undesirable for networks with 10s of devices.
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Our approach. In HiTC we address a variant of the problem which is more communication
and computation efficient but only achieves a weaker property. In particular, we design a
protocol that reveals the entire permutation to every device as opposed to revealing only the
position of the device. Nevertheless, we still want to argue that our protocol is useful in the
sense that in every invocation of our MPC protocol we only generate a single permutation.
As a result, the attacker can learn only the next reboot time for each slot, and all future
slots remains hidden. We next describe our protocol in detail.

In every slot £ where £ — 1 mod n/k = 0, HITC uses the master secret key to generate a
fresh shared random string p,. Concretely, p can be either generated by a honest device or
could be generated in a distributed manner. Examples of such distributed protocol includes
threshold signatures on a agreed upon message such as the current slot number [3,40],
distributed randomness [41], etc.

In any given slot ¢, let py be the generated randomness. Then each device locally uses p, as
a seed to generate a pseudo-random permutation of {1,2,...,n}. Let 7, be the permutation
generated using p, as its seed. Concretely we use the Fisher-Yates 42| shuffling algorithm
to generate m,. Each device d; then chooses the next slot to reboot itself according to index
of 7 in m.

Our discussion so far of generating the pseudo-random permutation does not take into
consideration that the newly generated permutation 7, may violate the invariant that at
least t distinct devices gets rebooted in every epochs. In particular, such a violations may
occur epochs where some devices are rebooted as per the previous permutation and some
devices are rebooted as per m,. Without any additional mechanism it is possible that a
subset of devices gets repeatedly rebooted in the epoch. To handle such scenario, we modify
our approach as follows.

Upon generating the random seed s, each device uses p,+6 as the seed to the Fisher—Yates
algorithm to generate the pseudo-random permutation 7. Here 6 is an non-negative integer
with an default value of 0. Each device locally checks whether 7 ¢ is consistent with 7y, the
latest used permutation, in the following sense. For any given m and t two permutations are
called inconsistent if the suffix of my of length x and the prefix of 7 of length ¢ — & has less
than ¢ distinct devices. Thus, upon finding a consistent permutation 7 ¢-, each device sets
e as e+ Intuitively, this inconsistency check ensures Lemma 3.1 i.e., ¢ distinct devices
gets rebooted in every m slots. Thus, if for any 6 7y is inconsistent, then devices increment

0 and re-generates a new permutation with the the updated 6.
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Chapter 5: CASE STUDIES

5.1 DARPA CASE STUDY

The design of HiTC crucially relies on the estimate of how long an attacker would take to
corrupt a device, therefore, in this section, we describe a case study on Advanced Persistent
Threat (APT). APT is an attack where an adversary gains unauthorized access to the systems

and remains undetected for an extended time [43].

5.1.1 Dataset

DARPA Transparent Computing (TC) program generated during Engagement #5 [23]
released an open-access dataset describing a design-space exploration of APT attacks on
distributed systems. We looked at how these attacks were performed, the time it took to
access the file system of the victim’s machine.

The program enforced policies that represented the expected behavior of the distributed
system. If any system deviated from this behavior, then logs were generated and tracked
in a central database. The program then introduced real-world attacks in the system and
tried to check if the logs captured this behavior. In particular, they performed 13 different
successful attacks. We describe the prominent ones below.

A number of attacks mentioned in Figure 5.1, such as Firefox Drakon APT, Firefox BITS
Verifier, Firefox DNS Drakon APT initially exploit the Firefox backdoor. A connection
between the attacker’s machine and the victim’s machine is made when the victim surfs
a website hijacked by the attacker. When the connection is made a malware is loaded
into memory. The malware performs privilege escalation. The attacker executes simple
commands such as whoami, hostname, getpid, and reading the cached credentials on the
victim’s system. The victim’s machine was hosted on multiple platforms like Windows,
Linux, and Android.

Nmap SSH SCP attack and SSH BinFMT-Elevate attack mentioned in Figure 5.1 is ac-
cessing a victim’s machine using stolen ssh credentials. Typically to steal (harvest) more
credentials, an attacker masquerades as a legitimate user and exploits system vulnerabilities
to escalate privileges to root [44]. In this case, the attacker uses the harvested credentials
from the Firefox backdoor. Once the attacker logins to the machine using the ssh credentials,
the attacker loads a module to perform escalation to gain root access.

The Nginx attack in Figure 5.1 involved sending a malicious HT'TP post to the victim.
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’E Average Attack time — Average reboot Time

Lockwatch APK Java APT 1 420
Firefox Drakon APT (Android 8) 1 120
Firefox BITS Verifier Drakon APT | 1 960
Firefox DNS Drakon APT FileFilter-Elevate | 1 240
Nginx Drakon APT | 1 660
Appstarter APK Micro APT Elevate 1 900
Firefox Drakon APT BinFmt-Elevate Inject | 1 480
Firefox Drakon APT Elevate Inject | ] 780
Nmap SSH SCP ] 1,020
Firefox BITS Micro APT | ] 660
SSH BinFmt-Elevate 1 120
Firefox Drakon APT Elevate Copykatz 1 300
Firefox Drakon APT Sysinfo | ] 840

25.2

Time (in seconds)

Figure 5.1: Average attack time for the attacks carried out by DARPA Transparent Computing
(TC) program during Engagement #5 [23]. Note that the average reboot time for Amazon EC2
t3.xlarge instance and Raspberry Pi 4 Model B is much lesser than the average attack time

The post contains a malicious payload with the magic value and shellcode. The shellcode
executes on the victim machine and establishes the connection to the attacker’s machine.

Additionally, the DARPA data set also contains information about attacks that use An-
droid Package(APK) with built-in metasploit [45].

5.1.2  Findings

For all of the attacks mentioned above, from the available logs, we calculate the time it
takes for an attacker to exploiting a vulnerability and access the file system of the device.
Furthermore, we only consider attacks where the attacker was successful in accessing the
victim’s file system. We found that the average attack time was 480 seconds. Also, the
minimum and maximum attack time was 60 seconds and 1080 seconds, respectively. We
provide details of our analysis in Figure 5.1. We also analysed the system administrator logs
along with the attack logs which recorded anomalies in the system behaviour. The anomalies
were due to faults or attacks. As there is a lack of visibility in distributed systems, when the
system administrator couldn’t debug the source of the anomaly they rebooted the system.
In particular, reboots were used in 70% as a recovery method when the logs reported a

deviation from expected behavior.
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5.2 APPLICATIONS

This section mentions a few instances that implement threshold secret sharing and can

use HiTC to increase security guarantees.

5.2.1 Internet of Things (IoT)

Threshold cryptosystems have found numerous proposed applications in IoT devices for
group authentication, key exchange scheme, distribution of sensitive information and secure
communication [25-29|. There are many reasons why threshold secret sharing is useful in
[oT environments. Lee et al. [25] showed that using a gateway to authorize a new device
to a secure environment with large numbers of devices (such as those featuring IoT smart
metering) incurs a high performance cost at the gateway. The high cost is due to the
increased load on the gateway. Instead, they illustrate that using a group authentication
scheme is more efficient. Similarly, Chang et al. in [26] proposed that a peer-to-peer access
policy on health data using threshold cryptography improves the overall performance and
security of the system. Furthermore, in many IoT applications, the devices are usually
resource-constrained, so traditional security methods such as intrusion detection systems
are not suitable for these applications.

Home automation is one great example of such IoT environment where we would benefit
from using threshold secret sharing. In Figure 5.2 we mention an example network for a
door lock mechanism [46] in a home automation environment.

In Figure 5.2, when individual identity, such as human, shows in front of the door, the
presence sensor will be triggered. The triggered sensor will send a message to the door con-
troller and then go through the other components in the system to do the actions, including
sending an SMS message to the phone (network owner), setup timer for the time to close
the door, etc. In this system, several nodes are lacking computational power, such as timer,
sensors. The traditional secret protection will not be able to work on these devices. Thus,
adopting symmetric-key encryption protocol like DiSE in this system is a much reasonable
choice. However, these environments are simple, fragile and the devices can malfunction at
anytime. Therefore, it is beneficial to use protocols that are resilient against a large number

of failures.
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Figure 5.2: Application example of a door lock mechanism in Home Automation environment [46].
During the setup phase the phone is the trusted entity which will compute and share the partial
secret key with all the nodes (sensors and entities) in the network.

5.2.2 Key Management-as-a-Service

One widely adopted method for storing sensitive information using a cloud storage infras-
tructure is to encrypt the data before storing in the cloud. However, in such situation it
becomes absolutely crucial to protect the keys that was used for encrypting the data. Tra-
ditionally, hardware-based key management appliances, such as Hardware Security Modules
from Thales [47] are used for key generation and management. However, these management
systems are often complex, expensive and lacks scalability. As a result, many of the ex-
isting cloud data storage companies provide a separate interfaces to store and manage the
keys. Few examples of such key management services include AWS KMS by Amazon, Azure
KeyVault by Microsoft, and Cloud KMS by Google.

Note that such separate key management interface simply delegates the point-of-failure
to a different platform without actually addressing the core issue. To address these issues
Sepior [5] provides a threshold cryptosystem based key management service. In particular,
Sepior provides an interface using which users can share its secret key among multiple cloud

providers. Furthermore, to assist users with the encryption and decryption process, Sepior
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uses a secure multi-party computation protocol. The advantage of using Sepior over the
traditional KMS is that, with Sepior, the trust is distributed across different cloud provider.
As a result, the data of the user remains protected as long a fraction of these cloud provider
behaves honestly. Sepior additionally supports resharing of keys. The similarities in the
threat model assumed by Sepior and HiTC makes Sepior a good candidate which can benefit
from the availability guarantees of HiTC.
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Chapter 6: EVALUATION AND RESULTS

We implement HiTC atop the distributed symmetric key encryption library available
at [48]. The primary goal of our evaluation is to study the availability property and the
performance overhead due to HiTC. Throughout our evaluation, we pick the attack time a
as the least attack time that our system can defend against as described in Table 3.1 and

the reboot time r from our measurements as described below.

Reboot time analysis. To measure the reboot time of a device, we issue sudo reboot
command to the device and measure the time duration for which the device does not respond
to ICMP pings. We then treat this time duration as the reboot time of the device and use an
upper bound on this time as our slot duration. We measure the reboot time in this manner
to accommodate for the fact that HiTC assumes that once a device gets rebooted, the device
becomes available to participate in the threshold cryptosystem by the end of the slot, which
would require the device to communicate with other devices in the network. We provide the
detailed device specifications and our findings in Table 6.1. In summary, we observe that on
average AWS EC2 instances takes about 20.93 seconds to reboot and Raspberry Pi’s takes

about 25.3 seconds a reboot. Thus, we choose 30 seconds as our slot duration.

Table 6.1: Device configuration and time taken (in seconds) for a device to reboot and reply to
encryption/decryption queries.

Device Properties AWS EC2 Raspberry Pi
Device Type t3.xlarge Pi 4 Model B
Architecture x86-64 bit ARM v8-64 bit
CPUs cores 4 (virtual) 4
Operating Systems Ubuntu 20.04 Ubuntu 20.04
Kernel Linux 5.4.0-1045-aws

RAM 16 GB 4 GB
Network Capacity Up to 5 Gbps 1 Gbps
Average Reboot Time 20.93 seconds 25.3

DSE library of [48]. The DSE implementation is written in C++. They use the Blake2 [49]
for the random oracle and PRF/PRG from the Intel Advanced Encryption Standard New
Instructions (AES-NI). During encryption of a message m, the random oracle is used to
generate a commitment on m. Precisely, the commitment is a hash of m with a randomly
chosen nonce of appropriate length. The AES-NI instructions speed up the execution of AES

algorithms by implementing some of the intensive steps using hardware instructions. Note
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that although DSE is a distributed, [48| their benchmarks are performed on a single server

where parties are communicating on different threads and the network delays are simulated.

Baseline. For our baseline, we extend the implementation of [48]| to a distributed system
setup where each device is a separate (virtual) machine. We then connect each pair of devices
using the socket connection implementation of cryptotools [50]. Briefly, cryptotools library
contains a collection of tools for building cryptographic protocols. It includes asynchronous
networking (Boost Asio), several fast primitives such as AES (AES-NI), Blake2 (assembly).

We use our distributed version of [48] to create our baseline on a cloud environment with
18 AWS EC2 instances and an [oT environment with 6 Raspberry Pis. Additionally, we use
the sse2neon [51] library to convert the Intel SSE (Streaming SIMD Extensions) intrinsics
used in [48] to Arm NEON. We summarise the specifications of the AWS instances and
Raspberry Pi devices in Table 6.1. We implement the two environments to simulate the

applications mentioned in the Chapter 5.2.

Evaluation setup. We perform experiments with varying number of devices in the network
i.e., n = 6,12,18 and a threshold of n/2. We pick this numbers for to match our parameters
with the parameters mentioned in [4]. Throughout our evaluation the slot duration is 30
seconds (7). The attack time is the least m bound defined in Equation 3.1. For example, for
n =12 and t = n/2 = 6 we consider the attack time to be tr/(n—t) = 30 seconds. For n = 6
and t = 2n/3 = 4 we consider the attack time to be ¢r/(n —t) = 60 seconds. We choose
these numbers to evaluate the worst case performance of HiITC when we are rebooting higher
number of nodes per slot.

Additionally, as we prove in Lemma 3.1, ¢ honest nodes required for encryptions/decryptions
are available at all times in the network. Given the above constructs, there are two ways to
perform an encryption/decryption query. In the first design, we find the recently rebooted
honest nodes locally. The second design asynchronously broadcasts the query to all the
nodes in the network and waits for the first ¢ responses. We chose the second design as each
node doesn’t need to compute things locally. In hindsight, from preliminary evaluations, we
found that the first design choice performs better than the second one. We elaborate more
on this in Chapter 8.

Evaluation results. We find that the required ¢ nodes are always available at any given
time in the network. Furthermore, if ¢ in the baseline is large in comparison to n, say t = 16
and n = 18, then HiTC achieves comparable performance with the baseline. However, if
t is significantly less than n in the network, we see a decline in performance with HiTC.
Specifically HITC incurs an overhead of 20% with 14.56% as the standard deviation. We

summarize this observation in Figure 6.1. We observe that the overhead is due to the
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Figure 6.1: Number of encryptions per sec- Figure 6.2: Number of encryptions per sec-
ond of our baseline with varying ¢/n. The ond of HiTC with varying ¢/n. The 0.1 cor-
0.1 corresponds to the case when t = 2 and responds to the case when ¢ = 2 and 0.9 cor-
0.9 corresponds to the case when t =n — 2. responds to the case when t =n — 2.

conservative estimate of attack time and querying all the nodes in the network irrespective
of t. The low attack time implies that we are rebooting more number of devices per slot.
Additionally, Figure 6.2 shows that an increase in ¢ decreases the performance of the baseline.
Thus, when we query all nodes in the network, an overhead is expected.

In the IoT setting, the baseline gives a throughput of 4000 encryptions per second. How-
ever, HiTC gives a performance of 100 encryptions per second. From our preliminary eval-
uation, in low resource constrained devices locally computing the recently rebooted nodes

gives optimal performance.
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Chapter 7: RELATED WORK

The approach of rebooting devices to recover compromised devices have repeatedly ap-
peared in the literature [12,13,15-21|. All these designs are targeted to single device systems
and considers specific types of faults. Many of these approaches use a trigger to reboot nodes
and offer limited to no availability guarantees during reboots. As we describe in the intro-
duction, trigger-based approaches are not suitable, specifically in a distributed setting, in the
presence of a stealthy self-propagating adversary such as Mirai [52|, Hajime [53], as a stealthy
adversary can corrupt the entire network before demonstrating any malicious behavior.

Candea and Fox [12] illustrates how to use reboots to a well-defined system state to
achieve high availability and fault recovery in software infrastructures. The primary focus
of [12] was faults or software bugs (Heisenbugs) that are difficult to reproduce, leading to
infinite loops, deadlock, memory leaks, dangling pointers, and damaged heap. The primary
approach of [12] is to first reboot components of the infrastructure that demonstrates faulty
behavior. However, if the fault persists, the entire system is rebooted. Note that detecting
faulty behavior of an application is a non-trivial problem in itself and the system remains
unavailable during these periods of reboots. Contrary to this, our protocol tolerates arbitrary
faults and ensures availability at all times.

More recently, [15-18,21] uses reboots to protect cyber-physical systems that are designed
upon the simplex architecture [54,55]. The simplex architecture is a fault-tolerant design
that has three components: namely, safety controller, complex controller, and a decision
module. The safety controller is formally verified and is assumed to behave as expected while
the complex controller is potentially vulnerable. The safety controller however, supports a
limited range of functionality and tries to stabilize the system when the complex controller
and the decision module are unavailable. Abadi et al., in [16] suggests a restart-based
recovery approach where the system is rebooted if faults are detected, and critical tasks
are re-executed. They also provide boot sequence optimizations which reduces the reboot
time of the system. [18] uses the system’s physical properties, such as inertia in the case of
drones, to keep the system stable during reboots. The reboots are triggered using hardware
timers that are tamper-proof. The restarts are periodic, i.e., after every execution cycle. [21]
uses the complex controller of simplex architecture to predict the potential outcome of every
action of the decision module. Based on these predictions, if the action of a decision module
deemed malicious, i.e., the action leads to a fail-stop behavior, the safety controllers trigger
a system reboot.

Yolo [19] periodically reboots the device depending upon theoretical models that define
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safe conditions for reboots. These theoretical models are based on a physical plant’s states
and examine whether the plant would be recoverable if the controller is rebooted. Upon
reboot, diversification techniques such as modifying the address of data, encrypting the
data with a new key are used to make the system robust against future attacks. Unlike
Yolo, in HiTC the the system designer can define an attack time to control the periodicity
of reboots. Nevertheless, the diversification techniques are useful and can be adopted to
protect the individual device in HiTC.

Reboots have also been used to ensure secure software updates in cyber-physical systems.
For example, Suzaki et al., in [20] uses reboots to ensure secure software update of IoT
devices. In particular, authors use a trusted environment to verify the updates provided
by a remote server, and issue reboots if there are timeouts or unregistered binaries in the
system and deactivates the system if the certificates for the devices are expired. The problem
with trigger-based resets such as unregistered binaries are that we need to maintain a list of
all valid binaries. Furthermore, a trusted environment setup may be costly to implement.
Hence, we believe that periodic reboots such as ours can obviate the need to store such large
binaries.

Another related approach to secure threshold systems is to use proactive secret sharing [36].
In proactive secret sharing protocol, shares of long lived secret are refreshed periodically in
a manner such as the adversary needs to compromise a large fraction of devices in the
system within a short time interval. Very recently [56] combines proactive secret sharing
with reboots to protect cryptocurrency wallets. The main challenge that the authors of [56]
face is to ensure consistency in the system during periods when an adversary gain controls
over a majority of live nodes. Such a situation arises when a large fraction of honest nodes is
getting rebooted. To address this issue [56] rely on a tamper-proof public ledger to post the
outcome of the re-sharing phase. Note that with an appropriate choice of parameters, HiTC
can ensure a super-majority of honest nodes at all times. As a result, we can eliminate the

use of expensive distributed ledger from the system.
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Chapter 8: DISCUSSION AND CONCLUSION

In this paper we presented a iterative reboot based framework, HiTC, that can tolerate
malicious mobile adversaries in a threshold cryptosystem. HiTC allows the adversary to
corrupt all but one devices in the network in parallel. HiTC only assumes that the adversary
can not corrupt a device instantly and takes few minutes to corrupt a new device. Using a
extensive case study on attacks simulated by DARPA engagement #05, we argue that our
assumption is realistic.

Briefly, the main idea in HiTC is to periodically reboot every devices in the network while
maintaining the invariant that sufficient number of honest devices are always available to
respond to the application queries. As a result, HiTC ensures availability of the threshold
cryptosystem at all times. We additionally design a resharing protocol which enables HiTC
to ensure privacy in the presence of a strong mobile adversary. We also describe a simple
but effective mechanism to prevent attacker from identifying the order in which devices will
be rebooted in the future.

We demonstrate practicality of our framework by incorporating it in the distributed sym-
metric key encryption (DSE) system of [4]. We implement HiTC atop the distributed sym-
metric key encryption library of [4] and evaluate it in EC2 and Raspberry Pi instances.
Evaluation of HiTC based DSE using up to 18 AWS EC2 instances illustrates that HiTC
only introduces an average overhead of 20% atop the baseline. However, our preliminary
evaluation on Raspberry Pi instances reduced the performance quite drastically. We believe
that this is due ... which can be optimized by letting the encryptor in DSE to locally com-
pute the set of honest devices and querying only these honest devices instead of querying all
devices.

Going forward, we want to evaluate HiTC in a setting where each device locally computes
the set of other live devices in the network and only interacts with the set of live devices in
the applications. We believe that this design will enable us to match the performance of the
baseline. We also leave the design of efficient MPC protocol that completely hides the order

in which devices as a future work.
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